MIHICTEPCTBO OCBITH I HAYKH YKPAITIU
HALITOHAJILHUU TEXHIYHWM YHIBEPCUTET
«THITTPOBCBHKA IMTOJITEXHIK A

SATBEPJIDKEHO
Buenoio pazoio yHiBepcurery
«27» vepBus 2024 p., iporokosn Ne &
(31 3MIHAMU, 1110 3aTBEpIKeH] Buenoro
Panoro 01.07.2025 p., npoToxos Ne 9)

«Kioepoesneka»

'AJIY3b 3HAHDb 12 Tudopmalrliitii TeXHOJOTI] |
CIIEITTAJIBHICTD 125 Kibepbesiieka Ta 3axMuCT iHpopmaiti |
'PIBEHB BMIIIOI OCBITH | Mepmmii (Gaxanaspenkuit)
CTVYIIIHD Bakaiasp Bl el
OCBITHS KBAJIDIKAILTLA BaxanaBp 3 kibepOe3reku Ta 3axucry
L irpopmaltii

Veojurees B tito 3 01.09.2024 p.

Hakaz Bin «27» uepsust 2024 p. Ne 19
(31 aminamu, Haxas sin «01» namas 2025 p.,
Ne 104)

Pex )
Onexcaip ASIOKOBCLKHHU

Juinpo
HTY «JIIT»
2024




JIMCT-TTOTI"OJUKEHH S

LleHTp MOHITOPHHTY 3HAHL Ta TECTYBAHHS
npoTokon No 5 B1J{ «ﬁ» ot  2025p

JlupexTop

Eonobos 0,

(i, 1piasmiLe)

Bimmin BHyTpimlmoro 3a6e3CUCHHS SIKOCTI BUILOT OCBITH

nporoxon Ne & Bij «7» ¢ 'Ja
HayansHUK Bl / TR N80

(nianne) (Ilitiaom, mpisnume)

HaguaabHO-METOMMYHNH Bl UL

npotokon Ne 4 Bin«fl»_ 06 2025 p.
HagamsHuK BiuiiTy W % V4 20012,

(nianue) (initiami, mpi3BHLIE)

HaykoBo-MeTO/IYHa KOMicis cneniaproctt 125 KiGepOeaiieka Ta 3axXucT iHPopManii

ITporokon Ne &~ BiJl «_ o0 » 05 2025 p.
[0710Ba HAYKOBO-METOAMYHOI KOMICIT CI [e1iaJIbHOCT] 1. KopHi€HKO
/[niﬂmwl (initianm, npissuine)
['apaHT OCBITHBOI IIPOTPAMHU t/ %’ O.B. I'epacina
[r[i,-'lIIHCT (ininiany. npispHLIE)

Kadenpa de3nexu indopmariiii Ta TeJeKOMYHIKALH

Mporoxon Ne 71 Bin « LO» 05 2025 p.
3aBimyBau Kadeapy W B.1. Kopuietko
/nimmc) I (ininianu, npissume)

Jlexan axyapTeTy

iHpOpMALIHHIX TEXHOJIOT1H %ﬂ@/ LM. ¥V oBuk

(migmmc) (iuiianm, npissuue)




[TEPEJIMOBA

Po3po6eHo po6ouoro rpymnor y CKIaii:

1. T'epacina Omnekcannpa BonomumupiBHa, K.T.H., JIOLEHT, JOLEHT Kadeapu
Oesmeku 1HGoOpMaIlli Ta TEJeKOMYHIKaIlii — KepIBHUK poOOYOi TpyIH, TrapaHT
IPOrpamH.

2. Kopnienko Banepiii IBanoBuu, 1.T.H., npodecop, 3aBiayBau Kadeapu
6e3neku iHpopMallii Ta TeIEKOMYHIKAIIH — YieH poO0Yoi rpymH.

3. Karagiit Tersna CranicnaBiBHa, 1.¢.-M.H., podecop, mpodecop kadempu
6e3neku iHpopMallii Ta TEIEKOMYHIKAIIH — YieH poO0Yoi rpymH.

4. Kpyuinin Omnekcanap BonoaumupoBud, crapuimii BukiIanad Kadeapu
6e3neku iHpopMallii Ta TEIEKOMYHIKAIIH — YieH poO0Yoi rpyImH.

5. TumodeeB Jmutpo CepriiioBud, cTapmivil BUKIaAad Kadeapu Oe3MeKH
1H(dOopMaIlii Ta TEIEKOMYHIKAIIA — YJieH poO0U0i IpymH.

6. IBanpkoBa Mapis CepriiBHa, cTyJeHTKa rpynu 125-21-5.

Petiensii-Biiryku 30BHIMIHIX CTEHUKXOJICPIB:
1. byt Cepriii MuxkosnaiioBud, moMiuHUK TeHepaiabHoro aupekropa JAII «Kb
«IliBneHHe» 3 6e3MeKH.
2. banmexin Irop CepriiioBud, JTUPEKTOpP TOBApUCTBA 3 OOMEXKEHOIO
BIIMOBIJABHICTIO «ATeHIIis Oe3neku ['paanby.
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BCTVII

OcaiTHbO-TIpO(eciitHa mporpama po3poOiieHa Ha ocHOBI CTaHmapTy BHUIIOI
OCBITM  MIArOTOBKM  OakanaBpiB  cremianbHOCTI 125 KiGepOesneka  (Haka3
MinictepcTBa ocBiTH 1 Hayku Ykpainu Big 04.10.2018 Ne 1074) 3 ypaxyBaHHSIM
3MiHM Ha3BU cremniaibHocTi 125 KibepOesneka ta 3axuct iHpopmarii (ITocranoBa
Kab6inery MinictpiB Ykpainu Big 16 rpymus 2022 p. Ne 1392), makazsy MOH
VYxpainu Big 13.06.2024 Ne842 «IIpo BHECeHHs 3MiH JI0 JACSIKUX CTaHIAPTIB BUIIOI
OCBITH.

Ocsimubo-npogheciiina npozpama UKOPUCMOBYEMbCS IO YAcC:

— JIIIIEH3yBaHHS CIELIAHOCTI Ta aKpeIUTallli OCBITHBOI IPOrpaMu;

— CKJIQJIaHHS HaBYAIbHUX IIJIaHIB;

— (hopMyBaHHS poOOUYUX MPOrpaM HaBUAJIBLHUX JAUCIUILIIH, CUIa0yCiB, Iporpam
MPaKTUK, IHAUBITyaIbHUX 3aB/IaHb;

— ¢opMyBaHHS 1HAUBIAYaTbHUX HABYAIBHUX TUIAHIB CTYJICHTIB,

— po3po0JIeHHS 3ac001B JIIarHOCTUKH SKOCT1 BUIIOT OCBITH;

— aTecTarlii 6akanaBpiB cremiaabHocTi 125 KibepOe3neka Ta 3axuct iHbopmariii;

— BU3HAUEHHS 3MICTY HAaBYaHHS B CHCTEMI MEPEMiJrOTOBKH Ta ITiIBUIICHHS
KBasi(ikarii;

— npoeciitHoi opieHTalii 3700yBayiB (axy;

— 30BHIIIHBOTO KOHTPOJIIO KOCTI MIATOTOBKHU (haxiBLIB.

Kopucmysaui ocsimuvo-npogheciiinoi npoepamu:

— 3100yBayl BUINOI OCBITH, siki HaB4atoThCsi B HTY «/II1»;

—Bukiagaui  HTY «AIl», ski  341iCHIOIOTH  MOIATOTOBKY  OakajiaBpiB
cnemianbHOCTi 125 KiGepOesneka Ta 3axuct iHpopmartii,

— eK3aMeHalliiHa Kowmicia  cremianbHOCcTi 125 KiGepOesneka Ta  3axuct
iH(opMmarii;

— npuiiManibHa komiciss HTY «I».

OcBiTHS TporpaMa MoOIIMPIOETHCS HA Kaeapu YHIBEPCUTETY, K1 OEpyTh y4acTb
y maroToBIl QaxiBIiB cTymeHs OakamaBpa cremianbHOCcTi 125 KiGepOesneka Ta
3axucT 1Hpopmarrii.

1 IIPO®LJIb OCBITHLOI ITPOTPAMMU

1.1 3araabHa inpopmanis

[ToBHa Ha3Ba 3aknany HarmionaneHuii TeXHIYHUM yHIBEpCUTET «/IHITPOBChKA MOMITEXHIKAY,
BHUIIOI OCBITH Ta ¢bakynpTeT iHpOopMalLiifHUX TeXHOOTIH, Kadenpa Oe3nexku iHpopmarii
THCTUTYTY ((daKyJIbTeTy) Ta TeJIeKOMYHIKaIii

Cryninb Buoi ocBitu Ta | bakanaBp 3 ki0epOe3neku Ta 3axucty iHdopmarii
Ha3Ba KBamidikallii MOBOIO

OpUTiHAIlY

Odiniiina Ha3Ba ocBiTHROI | KibepOesmneka

IporpamMu

Tun gunaomy Ta obcsar Junnom 6akanaBpa, oquHUYHHUNA. OOcAT 0CBITHBO-TIpO(deciitHOT

OCBITHBOI TIpOTrpamMu nporpamu 240 kpeautis EKTC.




Ha 6a3i crynens «monoamuii 6akanaBp» (OCBITHBO-
KBaTihiKaI[IHHOTO PIBHS «MOJIOAIINN CIICIIaIiCT») BUSHAIOTHCS Ta
nepe3apaxoBytotbes 60 kpeautieB EKTC, oTpuMaHuX B Mexax
MOTIEPETHBOI OCBITHROT MIPOTPAMH MiATOTOBKH MOJIOAIIOTO
OakanaBpa (MOJIOIIIOTO CIIeLiaNicTa).

Ha ocHoBi cTymniens «daxoBuii Monoamwii 0akamaBp» 3aKiiaj BHIIOT
OCBITH Ma€ IIpaBO BU3HATH Ta Mepe3apaxyBaT He OLIbIe HiX 60
kpenutiB EKTC, oTpuMaHuX 32 MONEPEAHBOI0 OCBITHHOIO
nporpamoro $paxoBoi NepeBUIIIOT OCBITH.

TepMiH HaBYaHHS — HA OCHOBI MIOBHOI 3arajibHOT CEPEIHbOI OCBITH —
3 poku 10 MicA1iB; HA OCHOBI CTYIEHS «MOJIOLINH OaKaiaBp»
(ocBITHBO-KBaJTi (DIKAIIHHOTO PIBHS «MOJIOIIMH CTICIIATICTY),
«(axoBuit Mmonomuii 6akanaBp» — 2 poku 10 micsis

HasBHicTh akpeauTarii MinicTepcTBo OcBiTH 1 Hayku Ykpainu. CepTudikar mpo aKpeIuTario
cnemiampHOcTi  Y/J|  Ne 04017952  BimmoBimHO 110 pilIeHHS
Axkpenuramniitnoi kowmicii Big 2 Oepe3ns 2017 p. mpotokonm Nel24
(maka3 MOH Vxkpainu Bin 13.03.2017 p. Ne375, Ha mifcraBi Hakazy
MOH VYxkpainu Big 19.12.2016 Ne1565)

Crpoxk nii ceprudikara go 01 numus 2027 p.
AxkpenuTariisi OCBITHbOI IIPOTPaMU HE MTPOBOIUIIACS

ukn/piBeHb HPK Yxkpainu — 6 piBenp, FQ-EHEA — nepmmii nukn, EQF-LLL — 6
piBEHb
[lepenymoBu Oco0a mae mpaBo 3100yBaTH CTYIIHb 0aKajgaBpa 3a YMOBH HAassBHOCTI

B Hel IIOBHOI 3arajibHOI CepeIHbOT OCBITH / CTYIEHS «MOJIOIIU
OaxasiaBp» (OCBITHBO-KBaJI1(DIKAI[IITHOTO PIBHS «MOJIOIINN
criemiaiicT») / cTyneHs «paxoBuil MOJOIIINN OakanaBp»
Oco0arBOCTI BCTYITY Ha OCBITHIO NPOrpaMy BU3HAYAIOThCS
[TpaBunamu npuitomy 10 HarioHaJIbHOTO TEXHIYHOTO YHIBEPCUTETY
«JlHIIpOBChKa MONITEXHIKa», 10 3aTBepAkeH1 BueHoro panoro

MoBa(1) BUKJIaJaHHS VYkpaiHcpka
TepMiH aii OCBITHBOI TepMmiH He Moke nepeBulyBatu 3 poku 10 micsiiB Ta/ado nepion
IIPOrpaMu akpenuTanii. OCBITHS Iporpama Hijsrae neperisily BiInoBIIHO 10

3MIH HOPMAaTHUBHOI 0a3u YKpaiHu B cepi BUILOI OCBITH, aJie HE
pijiie oHOro pa3y Ha pik

Iarepuer-agpeca http://www.bit.nmu.org.ua. ludopmariiinuii naker
MOCTIHOTO PO3MIIIEHHST | 3a CIELiaJIbHICTIO

OTHCY OCBITHBOI
IIporpaMu Ocsitai nporpamu HTVY «/II1»
http://www.nmu.org.ua/ua/content/infrastructure/structural _divisions/
science_met_dep/educational_programs/

1.2 MeTta ocBiTHBOI mporpamu

[TinroToBka ¢axiBIiB 3 pO3pOOKHU, BUKOPUCTAHHS 1 BIPOBAIKEHHS TEXHOJIOTIH iH(OpMaiiiHOT
Ta/abo KkibepOe3mekn 13 3a0e3MeueHHsIM OpPraHiYHOrO IOE€JHAHHS OCBITHHOI Ta MPAKTUYHOL
TISUTBHOCTI 3 IHTETPAIli€l0 0 MIKHAPOJHOTO HAYKOBO-OCBITHBOTO MPOCTOPY, sIKa HampaBieHa Ha
3,[[06YTT$I MOTIMONEHNX TEOPETUYHHUX 1 TPAaKTUYHUX 3HAHb MOA0 (OpPMYBaHHS 3AATHOCTI
po3B’s3yBaTH (axoBi 3amadi B oOsacti iHMoOpmarliiiHoi Ta/abo KibepOe3rneku Ha MPUHIIUAIIAX
aKaJeMiqHOl JTOOpPOYECHOCTI, 3araJbHONIOJCHKUX IIHHOCTEW, HAIlIOHAIBHOI 1IEHTUYHOCTI Ta
KpEaTUBHOTO CTAHOBJICHHS JIFOJIMHHU 1 CYCIIHCTBA MAaHOYTHHOTO.

1.3 XapakTepucTHKA OCBITHLOI porpaMu



http://www.bit.nmu.org.ua/

[IpenmerHa o6macthb

12 Indopmaniitni Texnoszorii / 125 KibepOesneka ta 3axuct
iHdopmartii

00’ ekt TpodeciiHOT AiSITLHOCTI BUITYCKHUKIB!

— o0'exTH 1HMOpMaTH3allli, BKIIOYaIOYH KOMIT'IOTEPHI,
aBTOMAaTH30BaHi, TEJICKOMYHIKaliiiHi, iHpopmaliitai, inpopmariiHo-
aHATITUYHI, iIHOPMAIIITHO-TeTIEKOMYHIKAI[iliHI CHCTEMHU,
iH(pOpMaIliliHI pecypcH 1 TEXHOJIOTT,

— TEXHOJIOT1i 3a0e3eueHHs Oe3nexu iHdopmariii;
— MPOLIECH YIpaBIiHHA iH(pOpMaIiifHOIO Ta/abo KibepOe3neKoro
00’€KTIB, IO MIIATAIOTh 3aXUCTY.

[{i7i HABYAHHS: MiArOTOBKA (DaxiBIIiB, 3JaTHUX BUKOPUCTOBYBATH 1
BIPOBAJKYBATH TEXHOJIOTIT 1HPOpMaIliiiHOi Ta/abo KibepOe3nekH,
(opMyBaHHS Y BUITYCKHUKIB 3/JaTHOCTI BUPIIIYBAaTH CKJIaIH1
CreliagizoBaHi 3a/1a4i Ta MpakTH4HI MpoosieMu iHGpopMaIiiiHOT
Oe3mneKu.

TeopeTnvHUi 3MICT MPEIMETHOT 00JIACTI.
3HaHHS!

— 3aKOHO/IaBY0i, HOPMAaTUBHO-TIPABOBOI 0a3u YKpaiHu Ta BUMOT
BIJIMOBITHUX MID>KHAPOJIHUX CTAHAAPTIB 1 MPAKTHK 1010 3/[1HCHEHHS
npodeciiftHoT NisTBHOCTI;

— IPUHLHUIIB PO3POOKH Ta CYIIPOBOY CUCTEM Ta KOMILICKCIB
iH(dopMmaIiifHOT Ta/ab0 KibepOe3neKy;

— Teopii, MozeNel Ta MPUHIUIIB YIPABIIHHS JOCTYIIOM 10
iH(pOpMaIiifHUX pecypciB;

— Teopii cucteM yrpaBiiHHS iHPopMaIliiiHOI Ta/abo KibepOe3neKoro;
— METOJIB Ta 3ac001B BUSBJICHHS, YIPABIiHHS Ta 11eHTUDIKALlI]
PU3UKIB;

— METO/IB Ta 3ac001B OILIIHIOBAHHS Ta 3a0e3IeUYeHHs] HEOOX1JHOTO
PiBHS 3aXUIIEHOCTI iHpOpMALlii;

— METO/IIB Ta 3aC001B TEXHIYHOTO Ta KPUNTOTPAPIYHOTO 3aXHUCTY
iH(popMaii;

— Ccy4JacHHUX 1H(OopMaIiiHO-KOMYHIKAIITHUX TEXHOJIOT1H;

— Cy4acHOI'o IporpaMHo-anapaTHoro 3adbe3neueHHs iHdopMarliiiHo-
KOMYHIKAI[IHHUX TE€XHOJIOTIH;

— aBTOMAaTU30BaHUX CHCTEM MPOEKTYBaHHS.

MeTo11, METOIMKY Ta TEXHOJIOT1:

Meroau, MmeToiuky, iH(GOpMaIiTHO-KOMYHIKAI[1i{HI TEXHOJIOTIT Ta
1HIIT TEXHOJIOT1i 3a0e3meueHHs iHpopMaIiifHoi Ta/ a00 KibepOe3neKH.

[HCTpYMEHTH Ta 00JIaTHAHHS:

— CHUCTEMH PO3pOOKH, 3a0€3MeUeHHs, MOHITOPUHTY Ta KOHTPOJIIO
nporieciB iHdopmaliiHoi Ta/ abo kibepOe3neku;

— CydacHe MporpaMHO-anaparHe 3ade3neueHHs iHpopMaIliiHo-
KOMYHIKAI[ITHUX TEXHOJOT1H.

OpienTartist OCBITHBOI
porpaMu

OcaiTHRO-TIpOdeEciiiHa, MPUKIaJHA Ta Ma€ HACTYIHI MpodeciitHi
(cmeniamizaiiifHi) aKIIEHTH:

1. [ocunena miAroToBKa B rajty3i AUCKPETHOT MaTEMaTUKH,
€JIEKTPOHIKH, PaIiOTEXHIKH, aKyCTUKH, TUCKPETHOT 00pOOKH
iH(opMaIrii 10TiIKO-MaTeMaTHIHUMH METOJIaMU Ta (Hi3UKO-
TEXHIYHUMU 3aC00aMu;

2. dyngameHTanbHa MiATOTOBKA MO0 MTPOCKTYBaHHS, PO3POOKH,
BITPOBA/PKEHHsI TA CYNPOBOY KOMIUIEKCHUX CHCTEM 3aXUCTY




iHpopMallii, siKa UPKYII0E Ha 00’ €KTax iHGOpMAIiIHOT AiSIBHOCTI
JIep KaBHOT Ta IPUBATHOI ()OPM BIIACHOCTI,

3. [TigroToBKa 31 CTBOPEHHS KOMIUIEKCHUX CHCTEM 3aXUCTY
iH(OopMaIIHHUX TTOTOKIB Y KOMYHIKAIlIHHUX MEPEKax;

4. PO3BUTOK 3HaHb y raiy3i KibepHETHYHOI O€3MEeKH Ha OCHOBI
aHaJII3y HOBUX HaAYKOBO-TEXHOJIOTTYHHX 3/I00YTKIB;

5. O3HaifoMyIeHHS 3 HOBUMH HaIllpsIMKaMU KiOEpHETHYHOI Oe3MeKH
JUTSl HAaBYaHHS 3100yBaviB BUIO1 OCBITH pO3po0Ii IHIUBIAYaTbHUX
CTapTaIliB Ha €Tami MiAroTOBKH KBaJli(hikaliiHOi poOOTH.

OcHoBHui pokyc
OCBITHBOI ITPOrpamMu

CrnemianpHa ocBita B rTamy3i 12 [Hpopmamiitai  TexHomorii /
crnenianbHOCTi 125 KibepOesmneka Ta 3axuct iHpopmarii.
[linroroBka (HaxiBIliB, 3MaTHUX PO3POOIATH, BUKOPHUCTOBYBATH 1
BIIPOBA/KYBAaTH TEXHOJIOTIT iH(popMariitHoi Ta/abo kibepOe3neku B
iH(hOopMaLIHO-KOMYHIKaLlIMHUX CHCTEMax Ta MEpeKax.

KmrowoBi  cnoBa:  indopmariiiHi  TeXHOJOTii,  YHpaBIiHHA
iH(opMaItiiHO 1 KiOepOe3neKor0, TEXHIYHHUH 3aXKUCT 1HGOpMaIlii

Ocob6muBocCTI IpOorpamMu

HaBuanpHa, BuUpoOHMYAa Ta  TmepenaTecTaliiHa  MPaKTHKH
000B’s13k0Bi. [IpoBoasTECS B cCreHiali30BaHUX KOMIT FOTEPHUX
naboparopisx Ta KOMIT'IOTepHUX Kiacax Kadenpu, Ha 0Oa3si
[IpuAHIIPOBCHKOTO PETIOHATBFHOTO HAYKOBO-TEXHIYHOTO LIEHTPY
TEXHIYHOTO 3aXUCTy iHpopMarii, a TaKoXK Ha MiJIMPUEMCTBAX MiCTa
Ta obnacti. OpieHTOBaHICTH Ha pPO3pPOOKY, BHUKOPUCTAHHS 1
BIIPOBQ/DKEHHS CHCTEM Ta TEXHOJIOTIH  iH(poOpMaliiHOT Ta
kibepbOe3neku 1HPOKOMYHIKAIIHHIX CHCTEM 1 MEPEX Ta KPUTUYHOI
iHpopManiiiHoi iHQpacTPyKTypH.

1.4 llpupaTtHicTb BH

HyCKHI/IKiB A0 MpaneBJaliTYBaHHA Ta NOJAJLINOI0 HaBYaHHS

[IpunartHicts 10
IIpaLeBIAITYBaHHs

Bunu exonoMiuHOT IisuTbHOCTI 32 Kiacudikaropom JIK 009:2010:

Cexuist J [npopmariist Ta TeeKoMyHIKarii,

Po3nin 62 Komn'lorepHe nporpaMmyBaHHs, KOHCYJIbTYBaHHS Ta
MOB'sI3aHa 3 HUMU JiSJIbHICTD

Knac 62.09 Inma npisnbHICTh y cdepi iHOpMaLIMHUX TEXHOJOTIH 1
KOMII'FOTEPHHUX CHCTEM.

Iloganpie HaBYaHHS

MoxnuBicTh HaB4YaHHA 3a KkBamiikamiiHumu piBHamu: HPK
VYkpainu — 7, piseab FQ-EHEA — npyruit nukin, EQF-LLL — 7 piBeHs

1.5 Bukjgaaanud Ta OMiHIOBAHHSA

Buxkmnaganus ta

CTyneHTOLICHTpOBaHE HAaBYaHHS, CaMOHAaBYaHHA, MPOOJIEMHO-

HaBYaHHS Opi€EHTOBaHE HaBYAHHS.
Jlekuii, cemiHapy, MPaKTUYHI 3aHATTS, J1JaOOPaTOpHI POOOTH B MAIHUX
rpynax, camocTiiiHa po6oTa, KOHCYJIbTaIli 13 BUKJIaJJauaMu.
OmiHroBaHHA O1iHIOBaHHA HAaBYAJbHMUX JIOCSITHEHb CTYJCHTIB 3JIHCHIOETHCS 3a

peiiTuHroBoro  mkanoro  (mpoxigni  O6amum 60...100) Ta 3a
THCTUTYIIHHOIO IIKANOK («BIAMIHHOY», «I00pe», «3al0BLIHHOY,
«HE3aJI0BITLHOY), 10 BUKOPUCTOBYETHCS ISl KOHBEPTAIlil OIIHOK
MOOUTBHUX CTYJICHTIB.

OuiHIOBaHHS BKJIIOYA€ BECh CIEKTP KOHTPOJBHHUX HPOLEAYp VY
3aJIeKHOCTI  BiJ] KOMIIETEHTHICTHMX XapaKTePUCTUK (3HaHHS,
YMiHHS/HABUYKH, KOMYHIKAIlis, aBTOHOMIisl 1 BIJMOBiJAIbHICTB)
pe3yabTaTiB HAaBYAaHHS, TOCATHEHHS IKUX KOHTPOJIOETHCS.

Pe3ynbraty HaBUaHHS CTYACHTA, IO BiIOOpaKarOTh JOCATHYTHUH




HUM  piBEHb KOMIIETEHTHOCTEH  BIJHOCHO OYiKyBaHUX,
11eHTU(DIKYIOTHCS Ta BUMIPIOIOTHCS 1] YaC KOHTPOJIBHUX 3aXO0/IIB 3a
JOTIOMOTOI0  KpWUTEpiiB, IO  KOPENIOITHhCA 3  ONMHCAMH
kBamidikaniiaux piBHiB HamionanpHOoi paMku KBamidikamiin 1
XapaKTepU3yITh CIiBBiIHOIICHHS BHUMOT hi (4] piBHS
KOMIICTEHTHOCTEH 1 TTOKa3HUKIB OI[IHKHU 32 PEHTUHTOBOIO MIKAJIOKO.

[lincymMKoBHI KOHTPOJIb 3 HABYAIBHUX JUCLHUIUTIH 3/IHCHIOETHCS 3a
pe3ynbTaTaMH  MOTOYHOTO  KOHTPONIO  abo/Ta  OIiHIOBaHHSIM
BUKOHAHHA KOMIUIEKCHOI KOHTpPOJIbHOI poOoTu abo/Ta ycHUX
BIJIITOBIAEMN.

O1iHIOBaHHS pe3yJIbTaTiB MPOBOAUTHLCS BiAmoBimHO 10 [lomoskeHHs
YHIBEPCHTETY IpO OLIHIOBAHHS PE3YJIbTaTiB HABUAHHS 3100yBadiB
BHUIIOI OCBITH

dopma BUITYCKHOI

ATtecTamisi  3[1HCHIOETBCS Y GOpMI  €IUMHOTO  JIeP>KaBHOTO

arecrarii KBaJTi(piKaIHHOTO iCIUTY Ta IyOJIIYHOTO 3aXUCTy KBaiikamiiHol
poboTu GakanaBpa.
€nuHuii  aepxaBHMM — KBamidikamiiiHui  icnuT  mepenbadvae
OLIIHIOBAHHS  JOCSTHEHb pPE3YNbTAaTiB HABYaHHS, BU3HAYECHUX
cTaHfgapToM 3a cremianbHicTIO 125 KibGepOe3neka Ta 3axuct
iHpopMarii Ta i€l OCBITHBOIO MPOrPaMOIO.
Kgamiikariiina pobora nepeadayae po3B’s3aHHS CIEIiaTi30BaHOI
3aja4i B ranysi iHpopmariitHoi Ta/abo kiGepOe3neku.
Po6orta nepeBipsieThCs Ha HAsABHICTH IJIariaTy 3TiIHO 3 MPOIEAYpOIo,
BHU3HAYCHOIO CHUCTEMOIO 3a0€3MeUYEeHHs SKOCTI OCBITHBOI MiSUTBHOCTI
Ta SIKOCTI BUILOT OCBITH YHIBEPCHUTETY.
3axuct KBamidikamiiiHoi poOoTu BiAOYBAa€eThCS MPUIIOAHO Ha
3aciJlaHH1 eK3aMeHallIiHOT KOMICIi.
Kpamigikamiiitna po0OoTa  ONPUITIONHIOETHCS B pemo3uTapii
YHIBEPCHUTETY.
1.6 PecypcHe 3a0e3neueHHs peaJizanii nporpamu
Crierudiuni KanpoBe 3abe3nedyeHHs BIJNOBIJA€E KaJpOBUM BUMOTaM IOJO
XapaKTEPUCTUKH 3a0e3neyeHHs] MPOBAKEHHSI OCBITHBOI MAISUIBHOCTI JUIsl TEPIIOTro

KaZApoBOIo 3a0e3MeYeHHS

(GakanmaBpCHKOT0) PiBHA BHILOI OCBITH BIAMOBITHO 10 JlilleH31MHUX
YMOB TIPOBA/I’KEHHSI OCBITHBOI JTISITBHOCTI.

Jlo mpoBeAeHHS ayIUTOPHUX 3aHATh 3aJIy4aloThCsl MpodecioHamu-
npakTuky 3 [IpuAHIIPOBCHKOTrO PerioHaIbHOIO0 HAyKOBO-TEXHIYHOTO
LEHTPY TEXHIYHOT0 3aXUCTy iH(opMmariii.

Buknagadi mepioguyHO TOCHIIIOIOTH CBOIO IMIJATOTOBKY depes
poleypy HiABUILECHHS KBaJli(iKallii.

Cneuundiuni
XapaKTEePUCTUKU
MaTepiajJbHO-TEXHIYHOTO
3a0e3neueHHs

MarepianpHO-TeXHIUYHE 3a0€3MedYeHHsT BIATOBIAAE TEXHOJOTIYHUM
BUMOTaM IOJI0 3a0€3MEYCHHS MPOBAIKEHHS OCBITHBOI MiSIILHOCTI
JUIs Tiepioro (6akanaBpChKOro) piBHS BHUILOI OCBITH BIAMOBIIHO 10
JlineH31MHUX YMOB MPOBAKEHHS OCBITHBOI JISIBHOCTI.

[linroToBKa 3a JaHOK OCBITHBOIO MPOTPAMOIO 3IIHCHIOETHCS B
1a0opaTopisiX:  €JIEeKTPOHIKM;  KOMIT'FOTEPHOTO  MOJENIOBAaHHS,
3ac00iB  TeXHIYHOro 3axucty iHpopmanii; kibepdbesneku i3
BUKOPDUCTaHHAM  KOMIUIEKCIB ~ 3aco0iB  3axucty  «['pudy,
ABTOMATHU30BAHOTO KOMIUIEKCY pamiomoHiTopunry "AKOP-2ITK-M",
6araroyHKIioHATPHUX nomykoBux npuctpois ST-031P , Ilipaubs”
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ta CPM-700 «Axynay.

Crnenudiuni
XapaKTePUCTUKU
iH(opMmariifHoro Ta
HaBYaJIbHO-METOUYHOTO
3a0e3IeueHHs

1. 3abe3mneyeHicTh 010TI0TEKH BITYM3HSIHUMU Ta 3aKOPAOHHUMH
(haxoBUMH MEPIOAUYHUMHU BUAAHHSIMH BiJIOBIIHOTO 200
CIIOP1THEHOTO MPOQ1II0, B TOMY YUCIII B €JICKTPOHHOMY BHUTJISIII.

2. HasBHicTh gocTymny A0 6a3 JaHUX MEepioJUuHUX HAYKOBUX BUIAHb
AHTJIIICHKOIO MOBOIO BIIMIOBITHOTO a00 CIIOpiAHEHOTO TTPOodito.

3. HasBHicTh o(iniliHoro BeO-caiiTy 3aKiary OCBITH, Ha SKOMY
po3MillleHa OCHOBHA iH(OpMaIlis PO HOTO MisTbHICTb.

4. HasiBHICTD €JIEKTPOHHOTO PECYpCY 3aKJaay OCBITH, SKUW MICTUTh
HaBYaJIbHO-METOJIMYHI MaTepialiv 3 IUCIUILIIH HABYAIILHOTO TUIaHY,
B TOMY YHCJIl B CUCTEMI TUCTAHIITHOTO HABYAHHS.

CrnenudiyHUMU XapaKTEPUCTUKAMH 1HPOPMAIIIHHOTO Ta HaBYAJIbHO-
METOJIMYHOTO 3a0e3MeueHHs] € BUKOPUCTAHHS HAI[lOHATBHUX Ta
MDKHApOAHHMX CTaHJIAPTIB B raiysi iHpopmarliitHoi Ta KibepOe3neKu.
MertoanyHi Matepiand po3MimieHi Ha miaardopmi AMCTaHIIHHOL
ocBiti Moodle, caiiTi kadenpu Ta B qonarkax cepsiciB Office 365:

https://do.nmu.org.ua/course/index.php?categoryid=5.

3a HeoOXiAHOCTI 3aHATTS Ta arecTraiis 3700yBayiB BHILOI OCBITH
MIPOBOAATHCS 3 BUKOPUCTAaHHAM Iu1atopm Zoom ta MS Teams.

1.7 AxageMiuna MOOLILHICTH

HarmionaiibHa kpeauTHA
MOOUIBHICTh

MOXIIUBICTh YKJIaJaHHS YO PO aKaaeMiuHy MOOUIBHICTE, PO
NO/BiifHE TUTIOMYBaHHS TOLIO

MixkHapoHa KpeAUTHA
MOOUIBHICTB

MOXIUBICT YKIAAaHHS YTOA PO MIKXHAPOAHY MOOUIBHICTb, TIPO
MOJIBIHE TUIUIOMYBAHHS, IPO TPUBAJI MI>KHAPOIHI IPOEKTH, IO
nependayvaroTh HABYaHHS CTY/ACHTIB TOIIO

MixXHapoAHy KpeAUTHY MOOLIBHICTh PErIaMeHTYIOTh BiJIOBITHI
JOKYMEHTH:

ITonoxeHHs o MOPSIIOK peartizallii mpaBa Ha akaJeMiuyHy
mobineHicTs HTY "/IHinpoBcbka nomitexnika": http://surl.li/ajzjq
Crparerig inTepHanionanizauii HTY "/IHinpoBcbka mosiTexHika'":
http://projects.nmu.org.ua/ua/Internationalisation_strategy _en_2025.p
df

[Ipouenypa BigOopy Ha MporpamMu akaeMiyHOi MOOUIBHOCTI:
http://projects.nmu.org.ua/ua/Selection procedure applied for the
selection of students and staff for mobility.pdf

JlocTynHi nporpaMu MOOIJIBHOCTI Ta YHIBEPCUTETH-NIAPTHEPU:

1. Erasmus+ K107:

- VHiBepcut Xaeny, (Icnanis);

- YuiBepcutet JleoGeny (ABcTpis);

- Yankupu Kaparekin YHiBepcutet (Typeuunna);

- BpoiutaBcbka nosiTexHika.

2. Crunennis bagen-Broprem6epr (Baden-Wurtemberg):

- YuiBepcutet Ecninreny (nmporpama — Information Technology (B));
- VuiBepcuter Poiftninreny, Himeuunna.

3. IIporpama Typenpkux oOMiHiB MeBaHa.

HaBuanHs iHO3eMHHX
3100yBadiB BUIIO] OCBITH

[Tepenbadeno HaBUYaHHS 1HO3eMHUX 3700yBadiB BHIIOI OCBITH
YKPAIHCBKOIO MOBOIO
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2 OBOB "A3KOBI KOMIIETEHTHOCTI

[aTerpasibHa KOMIIETEHTHICTh OakamaBpa 31 cremianbHocTi 125 Kibepbesmneka
Ta 3aXHCT iHGOpMaIllii - 3aTHICT, PO3B’A3yBaTHU CKJIQJHI CHEIliaai3oBaHl 3a/1adi Ta
OpaKTHYHI [poOJeMH y Taiy3i 3a0e3rnedeHHs iH(oOpMalliiiHoi Oe3meku 1/abo
KibepOe3neku, 10 XapaKTePU3yeThCsl KOMIUICKCHICTIO Ta HEMOBHOK BU3HAYEHICTIO
YMOB.

2.1 3aranapHi KOMIIETEHTHOCTI 3a CTAaHAAPTOM BHUIIO1 OCBITH

\]J_Inq)p \ KomnerentHocTi

1 2

K31 | 3parHicTh 3aCTOCOBYBATHU 3HAHHSI Y IPAKTUYHHUX CUTYALIAX

K32 3HaHHS Ta PO3YMIHHS MPEAMETHOI 001aCTi Ta pO3yMiHHS mpodecii.

K33 3natHicTh MPOQECIiiHO CIUIKYBATHUCS ACPKABHOKO Ta 1HO3EMHOIO MOBAMHU SIK YCHO, TaK 1
MUCHMOBO.

K34 | BMmiHHS BUSIBISITH, CTABUTH Ta BUPILITYBATH MPOOJIeMH 3a MPO(heCiitHIM CIIpSIMYBaHHSIM.

K35 31aTHICTH /10 OUIYKY, 0OpOoOJIeHHs Ta aHami3y iHpopMaIiii.

K36 31aTHICTh peani3yBaT CBOI IpaBa i O0OB’S3KM SIK YiCHA CYCIUIBLCTBA, YCBIJOMITIOBATH
IIHHOCTI TPOMAJSTHCHKOTO (BLIBHOTO JEMOKPATHYHOIO) CYCHIJIbCTBA Ta HEOOXIAHICTBH
HOro CTajmoro po3BHTKY, BEPXOBEHCTBA paBa, MpaB 1 CBOOO JTIOAMHU 1 TPOMAISHUHA B
VYkpaiHi.

K37 3naTHiCTh 30epiraTu Ta NPUMHOXKYBaTH MOpaibHI, KYJIbTYpHi, HAyKOB1 LIHHOCTI 1
JIOCATHEHHS CYCIIbCTBA HAa OCHOBI PO3YMIHHSI iCTOpIi Ta 3aKOHOMIPHOCTEH pPO3BUTKY
peIMeTHOT 00J1acTi, i Miclisl y 3arajbHii CUCTEMI 3HaHb MPO MPUPOAY 1 CYCIIIBCTBO Ta Y
PO3BHUTKY CYCHIUJILCTBA, TEXHIKM 1 TEXHOJIOT1H, BUKOPUCTOBYBATH Pi3HI BUIM Ta (Gopmu
PYXOBO1 aKTHBHOCTI JJIs aKTUBHOTO BiJIIIOYMHKY Ta BEJICHHS 3J0POBOTO CIOCO0Y KHUTTSI.

K38 | 3parHicTh yXBajroBaTH pillIEHHS Ta AiSTH, JOTPUMYIOUMCh MPUHLUIY HETPHUITYCTUMOCTI
KOpYHIii Ta Oy/1b-SKHX 1HIIMX IPOSBIB HEJOOPOUECHOCTI.

K39 31aTHICTh 3aXHIaTH baThKiBIIUHY

2.2 CremnianbHi ((haxoBl) KOMIETEHTHOCTI 33 CTAaHAAPTOM BHUIIO1 OCBITH

Indp | KomnereHnTHOCTI

1 2

K®1 | 3naTHIiCTh 3aCTOCOBYBATH 3aKOHO/IaBYy Ta HOPMaTHBHO-IIPaBOBY 0a3y, a TaKOX JIep KaBHI
Ta MDKHApOJHI BUMOTH, NPAaKTUKMA 1 CTaHIAApTH 3 METOI 3JIHCHEHHs HpodeciiHol
JISUTBHOCTI B TaiTy3i iHpopMaliiiHoi Ta/abo KibepOe3neKu.

K®2 | 3natHicTh 10 BHUKOpPHCTaHHS 1H(OpPMAIIIIHO-KOMYHIKAIIMHUX TEXHOJOTIH, Cy4acHUX
METO/IIB 1 Mojiesiel iHpopMarliiiHoi Oe3neku Ta/abo kidepOe3nexu.

K®3 | 3naTHicTh 10 BUKOPHUCTAHHS MPOTPaAMHUX Ta MPOrpaMHO-aNapaTHUX KOMILJIEKCIB 3ac00iB
3axucty 1HQopmamii B  iH(QOpMaIiiiHO-TEIeKOMYHIKAIIHHUX  (aBTOMAaTH30BaHUX)
CUCTEMaX.

K®4 | 3patHicte 3a0e3medyBaTH HEMEPEPBHICTH Oi3HECY 3TiIHO BCTAHOBJICHOI TMOJIITHKH
iHpopmaniiinoi Ta/abo KibepOe3neku.




12

1 2

K®5 | 3patHicte 3abe3nedyyBaTvl 3axucT iHGoOpMarii, mo o0pobnseTbcs B iH(OpMaIiiHO-
TEJICKOMYHIKAIllIMHUX (aBTOMATH30BAHMX) CHUCTEMaX 3 METOK) peai3allii BCTaHOBJICHOT
MOITHKY 1H(OpMaIiiHoi Ta/abo KibepOe3neKy.

K®6 | 3matHicTh BiHOBIIOBATH IITaTHE (YHKUIOHYBaHHS iHpopMamiiHuX, iH(opmariiiHo-
TEJIEKOMYHIKAI[iHHUX (aBTOMATH30BaHUX) CUCTEM IIICIS peaitizallii 3arpo3 , 3M1MCHEHHS
ki0eparak, 3001B Ta BIIMOB Pi3HUX KJIACIB Ta MOXOJKCHHS.

K®7 | 3matHicTh BOpOBa/DKyBaTH Ta 3a0e3neuyBaTH (DYHKI[IOHYBaHHS KOMIUIEKCHUX CHCTEM
3axucTy iH(popMalii (KOMIUIEKCH HOPMAaTUBHO-TIPABOBUX, OPraHi3alliiHUX Ta TEXHIYHUX
3ac001B 1 METOIIB, TIPOLIENYP, MPAKTUYHUX IPUHOMIB Ta iH.)

K®8 | 3matHicts  3ailiCHIOBaTH  MPOLEAYPU  YHOPABIIHHA  IHUWACHTAMH,  IPOBOJIUTH
po3cyiyBaHHs, HaJABaTH M OIIIHKY.

K®9 | 3partnicte 3ailicHIoBaTH mnpodeciiiHy IisUIbHICTH Ha OCHOBI BIPOBAHKEHOI CHCTEMH
ynpaBiHHs iHbopMaliiHO0 Ta/abo KibepOe3neKoro.

K®10 | 3maTHiCTh 3aCTOCOBYBAaTH METOIU Ta 3aCO0M KPUIITOrpadiqHOTO Ta TEXHIYHOTO 3aXUCTY
iHdopmartii Ha 00’ ekTax 1HGOPMAIIHHOI TiSTILHOCTI.

K®11 | 3naTHiCTh BHUKOHYBaTH MOHITOPMHT TpoleciB  (QyHKIiOHYyBaHHS iH(OpMaLIHHUX,
iHpOpMaLiifHO-TEIIEKOMYHIKAIHHIX (aBTOMAaTH30BaHUX) CHUCTEM 3TiHO BCTAHOBIICHOI
MOITHKHY 1H(GOpMaIiiHOI Ta/abo KibepOe3neKH.

K®12 | 3naTHiCTh aHANi3yBaTH, BHSIBJIISITH Ta OI[IHIOBATH MOJKJIMBI 3arpo3d, Ypa3JIMBOCTI Ta
necTaluni3yroui YMHHHUKH 1H(opmaiiiiHOMy mpocTopy Ta iHopMalidHuUM pecypcam
3riJTHO 3 BCTAHOBJICHOIO MOJIITUKOIO iH(OpMaIliiiHOT Ta/abo KibepOe3neky.

3 HOPMATHBHUM 3MICT I OTOBKU, COOPMYJIbOBAHUI V
TEPMIHAX PE3YJIbTATIB HABUAHHA

Kinmesi, miCcyMKOBI Ta IHTETpaTWBHI pe3yJbTaTH HaBYaHHS OakaiaBpa 3i
cnemianbHocTi 125 KiGepbesneka Ta 3axuct iHdopmarlli, 110 BU3HAYAIOTH
HOPMATHBHUN 3MICT MIATOTOBKKA 1 KOPEIIOIOTHCS 3 TMEPENTIKOM 3arajibHux 1
CHeIiaJbHUX KOMIETEHTHOCTE!, MTOaHO HUXKYE.

Pe3y.m,TaTn HaBYaHHHA

Iugp
1 2

PH1 AmHainizyBaTH, apryMeHTYBaTH, NpUWMaTH pilIeHHs TMpH pO3B’A3aHHI  CKJIAJIHUX
CHeIlai30BaHUX 3aJa4 Ta MPaKTUYHUX MpodsiieM y mnpodeciiiHii IsSUIBbHOCTI, SKI
XapaKTepU3YIOThCS KOMITJIEKCHICTIO Ta HEMOBHOK BHU3HAYEHICTIO YMOB, BiJIIOBiATH 3a
IPUMHSITI PIICHHS,

PH? AnantyBaTucss B yMOBaX 4acTOi 3MIHM TEXHOJIOTIH mpodeciiHol MisIbHOCTI,
POTHO3YBATH KiHIIEBHIA PE3YIIbTaT;

PH3 3acTOCOBYBAaTH 3HAHHS JIEP)KABHOI Ta 1HO3EMHHUX MOB 3 METOK 3a0e3MeueHHs
epeKTUBHOCTI npoeciiiHOi KOMYHIKaIlii,

PH4 OpranizoByBaTH BiacHy mpodeciiHy IisSUIbHICTb, OOMpaTH ONTHMAaJIbHI METOAU Ta
CHOCOOM pO3B’sI3yBaHHS CKJIQJAHMUX CIIEIiasli30BAaHUX 3a7ad Ta MPAKTUYHUX MPOOJIeM y
nipodeciiHil TisSITFHOCTI, OIIHIOBATH iXHIO €(DEKTHBHICTB;

PH5 BukopucroByBaTH pe3ynbTaTH CaMOCTIHHOTO MOLIYKY, aHaJi3y Ta CUHTe3y iHpopmarii 3
pI3HUX JoKepen s e(PEKTUBHOTO pIIICHHS CIemiali3oBaHUX 3a1a4  MnpodeciiHoi
IISIIBHOCTI,

PHG6 PeanizyBatn cBoi mpaBa i 0OOB’SI3KM SIK 4YJI€HA CYCIUJIBCTBA, YCBIJIOMJIIOBATH ITIHHOCTI
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TPOMAJITHCHKOTO (BUIBHOTO JE€MOKPATHYHOTO) CYCHIILCTBA Ta HEOOXIAHICTH HOTO
CTaJIOTO PO3BHUTKY, BEPXOBEHCTBA MpaBa, NpaB i CBOOOA JIIOJUHH 1 TpOMaAsSHUHA B
VYkpaiHi.

- KpUTUYHO OCMUCIIIOBATH OCHOBHI TE€OPii, IPUHIMIIM, METOJIU 1 MOHATTS Yy HaBUaHHI Ta
npodeciiiHil TisTbHOCTI;

PH7/

JisiTh Ha OCHOBI 3aKOHOJAaBUOi Ta HOPMATHUBHO-TIPaBOBOi 0a3u YKpaiHM Ta BHMOT
BIJIMOBIIHUX CTAHJAPTIB, Y TOMY YHUCII MDKHApOAHUX B rajy3i iHpopmariitHoi Ta /abo
KiOepOe3neKH.

PHS

- TOTYBaTH MPOMO3HUIli O HOPMATUBHUX aKTIB 1 JOKYMEHTIB 3 METOIO0 3a0e3IeueHHS
BCTAHOBJICHOT MOIITHKY iH(popMaIiiiHol 6e3mneku i \abo kidepOe3neKu;

- PO3pOOIISATH MPOCKTHY JOKYMEHTAIII0, MO0 MPOrPaMHHUX Ta MPOTPaMHO-arapaTHUX
KOMIIJICKCIB 3aXUCTY iHpopManiiHuX, iH(pOpMaliifHO-TeIeKOMYHIKaIlIHHIX
(aBTOMaTH30BaHUX ) CUCTEM;

- BHKOHYBaTH aHaJ3 peamizamii NpUHAHATOI MOMTHKH iHQOpMaIriiHoi 1 /abo
KibepOe3neKu.

- BUKOHYBAaTH aHANI3 3B’SA3KIB MDK iHQOpPMAIMHMMH TpPOIECAMH HA BLIIAJICHHX
00YHCITIOBAIBHUX CUCTEMAX;

PH9

- 3IilCHIOBaTH TpOodeciiHy AiSUTbHICTP HAa OCHOBI 3HAaHb CydacHHX iH(opMmariitHo-
KOMYHIKaI[IHHUX TEXHOJIOTIH;

- pO3pOOJIATH Ta aHai3yBaTH IPOCKTH 1HPOPMALIHHO-TCICKOMYHIKAIIIMHUX CHUCTEM
0a3yrounch Ha CTAHIAPTU30BAHKUX TEXHOJIOTISIX Ta MPOTOKOJIAX Mepeaadl JaHHUX;

- 3aCTOCOBYBAaTH B MPOQECIiHIM IiSJIBHOCTI 3HAHHS, HABUYKH Ta IPAKTHKH, I0JI0
CTPYKTYP CYYaCHHX OOYHMCIIIOBAIBLHUX CHCTEM, METOIB 1 3ac00iB 00poOKku iHpOopMarlii,
apXITEKTYyp ONCPALIIHHUX CUCTEM;

- 3IIACHIOBATH 3aXHCT peCcypciB 1 mMpoIeciB B 1H(OPMAIiiHO-TeNIeKOMYyHIKAI[ITHIX
CHUCTEMaxX Ha OCHOBI Mojenel Oe3neku (KIHIEBUX aBTOMATIB, YNPaBIIHHS MOTOKaMH,
Bell-LaPadula, Biba, Clark-Wilson, Ta inmi), a TakoX BCTAaHOBJICHHX PEKUMIB
6e3nevyHoro (GyHKIIOHYBaHHS 1H(OpMaLIHHO-TENIEKOMYHIKAIIITHIX CUCTEMAX;

- BUKOHYBATH aHalli3 MPOrpaMHOro 3a0e3meueHHs 3 METOI0 OI[iHKA Ha BiIMOBIAHICTH
BCTAHOBJICHUM BUMOraMm iHpopmariitnoi i\abo kibepOesneku B iHPOpMAIiHHO
TEJIEKOMYHIKaIlIHHUX CUCTEMaX.

- BIPOBQ/DKYBAaTU TMPOIECH, 10 0a3ylThCSd Ha HAIIOHAIBHUX Ta MDKHAPOIHUX
CTaHJapTaxX, BUABJIEHHA, 1AeHTUdIKalil, aHaldi3y Ta pearyBaHHs Ha I1HIHUJIEHTH
1H(opmMmartiitHoi Ta/abo KibepOe3neku;

PHI10

- 3a0e3mneuyBaTu MpoLecu 3aXUCTY iH(hOopMaILifHO-TeTeKOMYHIKAIITHIX
(aBTOMaTHM30BaHUX) CHCTEM MUISIXOM BCTAHOBJIEHHS Ta KOPEKTHOI eKCITyaTtarii
IPOTPaMHUX Ta MPOTrPaMHO-alapaTHUX KOMILIEKCIB 3aC001B 3aXHUCTY;

- 3abe3nevyyBatv (DYHKI[IOHYBaHHS CIICIIAIBHOTO MPOTPAMHOTO 3a0e3MeUeHHs, 00
3aXUCTy  JaHUX BiJ pYHHYIOUMX MPOTPaMHUX BIUIMBIB, PYHHYIOUMX KOJIIB B
iH(dopMaLiiHUX, IHPOpPMaLIfHO-TeIEKOMYHIKAI[IHHUX (aBTOMAaTH30BaHUX ) CUCTEMAX;

- BUKOHYBAaTH po3po0OKYy eKCITyaTalliifHO1 JOKyMEeHTallii Ha KOMIUJIEKCIB 3ac00iB 3aXHUCTY.

PHI11

- BUpINIYBaTHU 3ajadl CynpoBOY (B.T. YUCII: OTJISM, TECTYBaHHS, MIA3BITHICTh) CUCTEMU
YIpaBJIiHHS JOCTYIOM 3TiJHO MPUHLUIIB, KPUTEPIiB JOCTYIY Ta BCTAHOBJIECHOI MOJITUKU
Oe3neku B 1HGOpMaLIHHUX Ta 1HQOpPMAIIITHO-TEIeKOMYHIKaIHHUX (aBTOMATH30BAHUX )
cucreMax;

- peayi3oByBaTH 3axOId 3 TPOTHAIl OTPUMAHHIO HECAHKIIOHOBAHOTO  JIOCTYILY [0
iHpopMaliifiHuX pecypciB 1 mpoueciB B iHpopMmamiiHUX Ta  iHpOpMauiiHO-
TEJIeKOMYHIKalIHHUX (aBTOMAaTU30BAHUX) CHCTEMAX;

- BUPILIYBATH 3a/1a4i yNpaBJIiHHA JOCTYIIOM 10 iH(pOpMaliifHUX pecypciB Ta MpoLEeciB B
iHQopManiifHX Ta 1HGOPMAIIITHO-TEIEKOMYHIKAIIIHHUX (aBTOMATH30BAaHUX) CHCTEMax
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Ha OCHOB1 MOJIeJIEH yIpaBIIiHHS IOCTYIOM (MaHIATHUX, TUCKPEIIHHUX, POJIbOBUX );

- BHUpINOIYBaTH 3a7ayi LEHTPaAi30BaHOIO 1 JEUEHTPANi30BaHOTO aaMIHICTpYBaHHS
JIOCTYIIOM J10 iH(OPMAIIHUX pecypciB 1 polieciB B iHGopMaIiiHux Ta iHpopMaIiifHo-
TEJICKOMYHIKAIlIHUX (aBTOMATH30BaHMX ) CHCTEMAX;

- 3a0e3mevyBaTy BBEJCHHS IMI3BITHOCTI CHCTEMH YIIPABJIIHHSA JTOCTYIIOM 1HGOpMAIIHUX
pecypciB 1 mporieciB B iHPOpMaIifHO-TEICKOMYHIKALIHUX CHCTEMAaX,

- PO3pOOIIATH MOJIEITi 3arpo3 Ta MOPYITHHUKA.

PHI12

- o0WpaT OCHOBHI METOAM Ta 3aco0HM 3axucTy iH(oOpMarlii BIAMNOBIIHO IO BUMOT
CydyacHHMX CTaHAapTiB iHdopmaliiiHoi Ta/abo KiOepOe3meku, Ta KPUTEpiiB Oe3IeKu
iH(OpMAaLIfHUX TEXHOJIOTiH, 3aCTOCOBYIOUM CHUCTEMHHM ITJIXiJ Ta 3HAHHS OCHOB TEOPii
3axXUCTy iHpOopMarlii;

- BHpINIYBaTH 3a/adi YIOpaBIiHHS MpoleaypaMu iaeHTudikamii, aBTeHTH}IKAIII],
aBTOpM3allii, KOpUCTyBadiB 1 TpormeciB B iHpopMamiiHMX Ta i1H(OpMAaIIHHO-
TEJICKOMYHIKaIlIHUX (aBTOMATH30BaHMX ) CHCTEMAaX;

- TPOEKTYBaTH Ta pealli3yBaTH KOMIUIGKCHI CHCTeMH 3axucTy iHdopmarlii B
ABTOMATH30BAaHMX CHCTEMax opradizamii (MANPUEMCTBA) BIAMOBIAHO 1O BHUMOT
HOPMATHBHUX JIOKYMEHTIB CHCTEMH TEXHIYHOI'O 3aXHUCTY 1H(OpMaIlii;

- BUpINIYBaTH 3aJadi 3axXUCTy IMOTOKIB JaHMX B iH(QopMamiiHux, iHpOpMaIliiiHO-
TEJCKOMYHIKAIIHHUX (aBTOMaTH30BaHUX ) CHCTEMAX

- BH3HAYaTH PIBCHb 3aXUIICHOCTI 1H(GOPMAIHHUX pecypciB B iHGOpMAIIHHUX Ta
iHpopMaIifHO-TEIEKOMYHIKalIMHUX (aBTOMATHU30BaHUX ) CUCTEMAX;

- BUKOPHCTOBYBAaTH IHCTPYMEHTQJIbHI 3acoOM OIlIHIOBaHHS MOKJIMBOCTI peami3arii
MOTEHIIIHHUX ~ 3arpo3  iHdopmamii, mo  oO0poOaseTbess B iHOpMAaIIiitHO-
TEJIEKOMYHIKaIlIHHUX (aBTOMATU30BaHMX ) CUCTEMAX.

PH13

- BUpINIyBaTH 3a/ayi YIpaBIiHHS Tpolecamu 3abe3meueHHs: Oe3mepepBHOCTI Oi3Hecy 3
BUKOPUCTAHHSM IPOIIEYP pe3epBYBaHHS MPOTrPaMHOTo 3a0e3MedeHHs Ta 0e3MocepeHbO
iH(hOopMaLIifHUX pecypciB;

- BUpIIIYBaTH 3aJa4l KOPEKIii Lijel, cTpaTeriii, miaHiB 3ade3nedeHHs 0e3nepepBHOCTI
Oi3Hec mpoIleCiB Mmicus 3aiCHEeHHs KibepaTak, 3001B Ta BIIMOB Pi3HUX KJIACIB.

- CTBOPIOBATH 1 BIPOBAKYBATH IUIAHU Tpoliecy 3ade3neueHHs Oe3nepepBHOCTI Oi3HECY;
- BUKOHYBaTH aHali3 HaJalITyBaHb €JIEMEHTIB 1HQOpMAaIiifHUX cucTeM Ta
KOMYHIKaI[IfHOTO 00JaHaAHHS;

PHI14

- BHpINIYBAaTH 3a/ladyi CYNPOBOAY Ta BIPOBAKCHHS KOMILUIEKCHHUX CHCTEM 3aXUCTY
iH(popMmalii, a TakoXX NPOTHAIl HECAHKIIIOHOBAHOMY JIOCTYIYy IO PECYPCIB 1 IPOLECIB B
iHdopManiifHuX Ta iH(OpMaliiHO-TeNIeKOMYHIKAI[IHHIX (aBTOMAaTH30BaHUX) CHUCTEMaX;
- 37iiCHIOBATH OIIHKY PpIBHSA 3axUIIEHOCTI 1HGopMalii 1o oOpoOaseThcs B
iH(hOpMaIIfHO-TEIEKOMYHIKAI[IHHIX CHCTeMax BHUKOPHUCTOBYBAaTH IHCTPYMEHTANIbHI
3aco0u OIIHIOBaHHS Ta 1H.) HAABHOCTI MOTEHIIIMHUX BPa3JIMBOCTEH;

- BUpINIYBaTH 3a/Jayi yMNpaBIiHHSA KOMIUIEKCHOIO CHCTEMOIO 3axHUCTy iHQopmarii B
iHdopMaLiiHUX Ta 1H(OPMaLIHHO-TENTEKOMYHIKAI[IHHIX (aBTOMAaTH30BaHUX) CHCTEMaXx;
- BUpINIYBaTH 3aJauyl EKCHEepTHU3H, BUMPOOYBAHHA KOMIUIEKCHHX CHCTEM 3aXHCTY
iHhopmarii

PHI15

- BUpINIYBaTH 3ajadi TOMEpeDKEHHS Ta BUSABICHHS, iAeHTU(IKamil, aHamizy Ta
pearyBaHHS Ha IHIMJEHTH B  1HGOpMaliiHUX, 1HQOpPMAIiITHO-TEeIEeKOMYHIKaIHHUX
(aBTOMaTH30BaHUX) CUCTEMAX;

- IPOBOJMUTHU PO3CIIAYBaHHS 1HIMAEHTIB iHGopMaliiiHoi Oe3neku Ta/abo kidepOe3nexu
0a3ylounch Ha HAIlOHAIBHUX Ta MDKHapOAHUX PETYIIOIOUYUX aKTax, Mpolenypax Ta
MOJIOXKEHHSX B cdepi iHopmaliiiiHoi Oe3reku Ta/adbo kibepOesnexu;

- 3a0e3revyBaTH JIOTPUMAHHS MOJITHKH BEIEHHS O>KypHaJiB peecTpauii moaid Ta
IHIIUJICHTIB 3 BCTAHOBJICHUM PIBHEM JIeTali3allii;
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PHI16

- 3a0e3nevyyBaT Oe3MepepBHICTh OI13HEC MPOIECIB opraHizarii Ha 0a3i Teopii pU3UKIB Ta
CUCTEMH YIpaBIIiHHA iH(pOpMaIiifHOIO O€3MeKOI0, 3TiHO BITYU3HSIHUX Ta MDKHAPOIHHUX
BHUMOT 1 CTaH/IapTiB;

- 3a0esmeuyBatd (DYHKI[IOHYBaHHS CHCTEMH YIpaBiiHHS iH(popMarlliitHo Ta\abo
kibepOe3nekor opraHizamii Ha OCHOBI KepyBaHHS i1H(OpPMAIIHHUMH PHU3UKAMHU,
3TIMCHEHHS MPOIEAYP iX KIJTBKICHOTO 1 SIKICHOTO OIIHKU;

PHI17

- aHaJIi3yBaTH Ta BU3HAYATH MOXJIMBICTh 3aCTOCYBaHHS TEXHOJIOTIH, METOJIIB Ta 3ac001B
KpunTorpadigHoro 3axucTy iHGopmarii;

- aHaJII3yBaTH Ta BU3HAYATH MOXJIMBICTh 3aCTOCYBaHHS TEXHOJIOT1M, METO/IB Ta 3ac0O0IB
TEXHIYHOTO 3aXHCTy iHpOpMAIIii;

- BUSBJIATH HeOE3IE€UHI CUTHAIM TEXHIYHUX 3aC00i1B;

- BHUMIPIOBaTH TMapamMeTpud HeOE3NMeYHWX Ta 3aBaJOBHX CHTHATIB TijJ 4ac
IHCTPYMEHTAJILHOTO KOHTPOJIO 3aXUIICHOCTI i1HQoOpMaIii BiJ] BUTOKY TEXHIYHHUMH
KaHaJaMH,

- BU3HauaTH €(QEKTHBHICTh 3aXUCTy iH(OpPMAIl BiJi BUTOKY TEXHIYHUMH KaHAJIAMH
BIJIMOBIZIHO JI0 BUMOI HOPMATHBHHX JIOKYMCHTIB CHCTEMH TEXHIYHOTO 3aXHUCTY
iH(opmarrii;

- IHTepPIpPETYBaTH PE3YJIbTATH MPOBEICHHS CICIiabHUX BUMIPIOBaHb 3 BUKOPUCTAHHSIM
TEXHIYHUX 3ac00iB, KOHTPOJIIO XapaKTEPUCTHUK 1H(OpMaIiHHO-TEICKOMYHIKAIHHIX
CUCTEM BIJIIOBIHO 10 BUMOT HOPMATHBHHX JIOKYMEHTIB CUCTEMH TEXHIYHOTO 3aXHUCTY
iH(opmarrii;

- OOTPYHTOBYBAaTH MOXKJIMBICTh CTBOPEHHSI TEXHIYHMX KaHAJIIB BHTOKY iH(opmarii Ha
00’ekTax iHpOpMaIiHHOI AiSTLHOCTI;

- BOPOBADKYBAaTH 3aXOJHM Ta 3acCO0M TEXHIYHOTO 3aXUCTy iHQOpMaIii Bi BHUTOKY
TEXHIYHUMHU KaHaJaMH,

PH18

- 3a0e31mevuyBaTH MPoLEeCH MOHITOPUHTY JOCTYIY IO PECYPCIB 1 poIieciB iHPOpMaIiiHO-
TEJIEKOMYHIKAlIHUX CHCTEM;

- 3a0e3ne4yBaTH KOH(QITYpyBaHHS Ta (YHKIIIOHYBaHHS CUCTEM MOHITOPUHIY PECYPCIB Ta
polieciB B iHQOPMaIiifHO-TETIEKOMYHIKAIIIHIX CHCTEMaX;

PHI19

- BUKOHYBaTH BIPOBADKCHHS Ta IATPUMKY CHCTEM BHSBICHHS BTOPTHEHb Ta
BUKOPUCTOBYBAaTH KOMIUJIEKCH 3aXHCTy Ui 3a0e3ledeHHs HeOoOXITHOro piBHSA
3axunieHocTi iHgopmauii B 1HGoOpMaliiHUX, 1HQOPMAaIIIHO-TEIEKOMYHIKAIHHUX
(aBTOMaTH30BaHUX) CUCTEMAX;

- aHaji3yBaTH €(EKTUBHICTh CUCTEM BHSBJICHHS Ta MPOTUIIl HECAHKI[IOHOBAHOMY
JIOCTYITY IO PECYPCIB 1 IMPOIIECIB B iHPOPMAIIIHO-TEIEKOMYHIKAIIIHHUX CHCTeMaX;

- aHAJII3YBaTH Ta BIPOBAHKYBATH CUCTEMH 3aXHCTY BiJ] 3JIOBMUCHUX MMPOTPAMHHX KOJIiB.

PH20

OnanyBaHHs 0a30BUMH 3arajbHOBIHCHKOBUMM 3HAHHSMH, NPAaKTUYHUMH BMIHHAMH 1
HaBUYKaMH, HEOOXITHUMH JIJI1 BUKOHAHHS KOHCTUTYIIHHOTO OOOB’S3KY IOJO 3aXUCTY
BiTun3Hu, HE3aIEeXKHOCTI Ta TEPUTOPIATBHOT LUTICHOCTI YKpaiHu

4 PO3ITOAIJT PE3VYIIbTATIB HABUAHHA 3A OCBITHIMU
KOMIIOHEHTAMUA

HIudp
PH

HaijimeHyBaHH# OCBIiTHIX

Pe3yabTaTn HaBYaHHS .
KOMIIOHEHTIB

2 3

1 OBOB’SI3KOBA YACTHUHA

PH1

AHaJi3yBaTH, apryMeHTYBaTH, NpuiimMaTu pimeHHs npulllinHicHI KoMneTeHIii (haxiBist
pO3B’s3aHHI  CKJAQJHUX CHeUiali3oBaHuUX 3amad  Ta|Berym mo daxy
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MPaKTUYHUX MpoOseM y mnpodeciiHii TisTIBHOCTI, SKI
XapaKTePU3YIOThCS ~ KOMILJIEKCHICTIO Ta  HETMOBHOIO
BH3HAYCHICTIO YMOB, BIJIIIOBIJIATH 32 IPUIHATI PIIICHHS;

[TpakTHka HaBYAIbHA
KOMI'TOTepHA

[TpakTHKa TeXHOJIOTIYHA
BupoOHuua npakThka

PH2

ApanTyBatucsi B yMOBaX 4dacToi 3MiHM TEXHOJOTIH
npodeciifHol  MiSIIBHOCTI, NPOTHO3YBAaTH  KiHIIEBHM
pE3yJbTarT;

[{irHICHI KOMITETEHIIIi (haxiBIIs
Beryn 1o daxy

PH3

3acTOCOBYBAaTH 3HAaHHS JEp)KaBHOI Ta IHO3EMHHX MOB 3
METOI0  3a0e3neueHHs  e(eKTUBHOCTI  IpodeciiHof]
KOMYHIKarlii

YKpaiHcbKa MOBa

[HO3eMHa MOBa mpodeciitHoro
crpsiMyBaHHs (aHTJIIChKA /
HiMerbKa / ppaHIry3pKa)

PH4

OpranizoByBaTd  BJacHy  MpodeciiHy  IisUIBHICTB,
0o0MpaTH ONTHMAaJIbHI METOIM Ta CIOCOOM PO3B’SI3yBaHHS
CKJIIAJHUX  CIEI[iali30BaHUX 3aJa4 Ta MPAKTHYHHX
npobyieM y mpodeciiiHiid MisUTBHOCTI, OIIHIOBATH iXHIO
e(hEeKTUBHICTb;

[{iHHICHI KOMITETEHIII1 (haxiBIls
[IpaBo3HaBCTBO
[luBinbHa Oe3Ieka

PHS5

BukopuctoByBaTH pe3yiabTaTd CaMOCTIHHOTO IIONIYKY,
aHayizy Ta cuHTe3y iHdopmauii 3 pi3HHUX Kepen s
e(eKTUBHOTO pilICHHS creriaii30BaHux 3a7a4
npodeciiHOol AiSUTBHOCTI,

L{iHHICHI KOMIIETSHITI1 (paxiBIIs
Beryn o gaxy

PH6

PeamizyBat cBoi mpaBa 1 OOOB’SI3KM SIK 4YJICHA
CYCIJIbCTBA, YCBIAOMIIIOBATH I[IHHOCTI TPOMASTHCHKOTO
(BiIBHOTO JEMOKPAaTUYHOI0) CyCHIbCTBA Ta
HEOOXIJHICTh HOro CTajsoro po3BUTKY, BEPXOBEHCTBA
paBa, I1paB 1 cBOOO/I JIFOJAMHHU 1 TPOMaJISHUHA B YKpaiHi.

[{mBini3amiiiHi porecH B
YKpailHCHbKOMY CYCHIJIbCTBI
L{iHHICHI KOMIIETSHITIT (haxiBIIs
di3uyHa KyIbTypa Ta CIIOPT

PH7

JlisiTH Ha OCHOBI 3aKOHO/1aBYOi Ta HOPMATHUBHO-IIPABOBO]|
6a3u YKpaiHu Ta BUMOT BIJNOBIAHUX CTaHIApTIB, y TOMY
quCIal MDKHapOJHUX B Traimy3i iHdopmamiiiHoi Ta /abo
Ki0epOe3neKu.

[{mBini3amiiiHi mpouecu B
YKpaiHCHKOMY CYCHIIbCTBI
[IpaBo3HaBCTBO

PHS

- TOTyBaTH TMpOMO3MILIi 10 HOPMATUBHHUX aKTIB 1
JOKYMEHTIB 3 METOI0 3a0e3le4yeHHs BCTaHOBJIEHO]|
moJIiTHKY iH(opMarltiitHoi 0e3meku 1 \abo kibepOe3neku;

- po3poONATH  NPOEKTHY  JOKYMEHTallilo,  II0J0
MpPOTPpaMHHAX Ta MPOTPaMHO-AMapaTHUX  KOMIUIEKCIB
3aXUCTY iH(hOopMaLiifHUX, iHpOopMaItiitHo-
TEJIEKOMYHIKAlIHUX (aBTOMaTU30BaHUX) CUCTEM;

- BHUKOHYBaTH aHaJi3 peamizaiii MpUHHATOI MOJTITHKU
1H(hopMaliiiHO] 1/a00 KibepOe3neKH.

OcHoBH Ki06epOe3neku Ta
3axucTy iHdopMmarii
Kibepzaxuct

KoMmIiekcHi cucTeMH 3aXUCTy
1H(popmarii

PH9

- 3nilicHIOBaTH TIpodeciiiHy MisSUTbHICTh HA OCHOBI 3HAHb
Cy4JacHHX 1H(OpMaLIHHO-KOMYHIKAlIHHUX TEXHOJOT1H;

- po3po0NSITH Ta aHami3yBaTH MPOEKTH iHQOpMaIiifHO-
TEJIeKOMYHIKaLIHHUX CUCTEM 0a3yrounch Ha
CTaH/IaPTH30BAHUX TEXHOJIOTISAX Ta MPOTOKOINAX Iepenadi
JAHWX;

- 3acTOCOBYBaTH B MpOQeciiiHiil iSIbHOCTI 3HAHHS,
HAaBUYKH Ta TMPAKTHKH, WIOAO CTPYKTYp CYYacHUX
OOYHCITIOBAILHUX CHUCTEM, METOMIB 1 3ac00iB 0OpOoOKH
1H(popMallii, apXiTEKTyp ONepaliiiHuX CUCTEM;

- 3OifiCHIOBAaTHM 3aXHCT PEeCypciB 1 TMPOLECiB B

Bua matematuka
Teopis iiMoBipHOCTEH Ta
MaTeMaTH4Ha CTaTUCTUKA
CrienianbHi po3auiy 3
MaTeMaTHKU
Kibepzaxuct
[Hdopmariitii TexHOIOTI]
MepexeBi TEXHOJIOTIT 1
IPOTOKOJIN

ApPXITEKTypa KOMIT IOTEPIB
OnmnepariiiiHi cuCTEMHU

1H(OpMaIIHHO-TEIEKOMYHIKAIlIMHUX CHCTEMax Ha OCHOBI

[IpakTrka HaBYaJIbHA
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Mozenei Oe3neku (KIHIIEBUX aBTOMATIB, YHPaBIiHHS
morokamu, Bell-LaPadula, Biba, Clark-Wilson, ta inmi), a
TaKOX BCTaHOBJIEHHUX PEXKHUMIB 0e311eyHoro
(hyHKIIIOHYBaHHS 1H(pOpMaIIHHO-TETIEKOMYHIKAIITHIX
CUCTEMaX;

- BHKOHYBAaTH aHajJi3 IIPOrpaMHOro 3a0e3lCUYCHHS 3
METOX0 OLIIHKW Ha BIAMOBIIHICTH BCTAHOBJIEHUM BHMOTaM
iH(hOopMaIIiifHOT i\abo kibepOe3nexku B
1H(OpMaIIHHOTEICKOMYHIKAIIMHUX CHCTEMAaX.

KOMI'FOTEpHA
[IpakTHKa TEXHOJIOTIYHA

PHI10

- 3a0esneyyBaTd TPOIECH 3aXUCTy iH(OpMaIliitHo-
TEeJIEKOMYHIKAIIHHUX (aBTOMATH30BaHUX)  CHUCTEM
[IUITXOM BCTAHOBJICHHS Ta KOPEKTHOI eKCIDTyaTarlil
MpPOrpaMHUX Ta MPOrPaMHO-aMapaTHUX  KOMILJICKCIB
3ac00iB 3aXHCTY;

- 3a0e3meuyBatd  (QYHKIIOHYBaHHS  CICIIAJIBHOTO
[IPOrpaMHOT0 3a0€3ICUCHHS, MIOJ0 3aXHMCTy JaHUX BIJ
PYHHYIOUMX TPOTpaMHUX BIUIMBIB, PYWHYIOUHMX KOJIB B
iH(pOpMaLlIHHUX, 1H(pOpMAaIIHHO-TETICKOMYHIKAIITHIX
(aBTOMaTH30BaHUX ) CUCTEMAX;

- BUKOHYBAaTH PO3pPOOKY EKCILTyaTalliiHOl JOKyMEHTAIl]
Ha KOMIUIEKCIB 3aC001B 3aXHUCTY.

dizuka

[IporpamyBaHHS 1 aNITOPUTMIYHI
MOBU

Kibep3axuct

[IpukiagHa KPUITOJIOTIS
[udposa creranorpadis

PHI11

- BHpimIyBaTd 3afadi CynpoBoAy (B.T. YHCIi: OTJIS,
TECTYBaHHS,  MIA3BITHICTh)  CHCTEMH  YIPaBJIHHS
JOCTYIIOM 3TiHO TPUHIMINB, KPUTEPIiB JOCTYymy Ta
BCTaHOBJIEHOT MOJITHUKU Oe3nekd B iHPOpMauiiHUX Ta|
1H(pOopMaLIHHO-TEIEKOMYHIKAIIMHUX (aBTOMaTHU30BaHMX)
cucTeMax;

- peami3oByBaTH 3axOQud 3 NPOTHAIl OTPUMAHHIO
HECAHKIIIOHOBAHOTO JocTyny a0 iHpopMamiiHux
pecypciB 1 IpoleciB B iHQopMaliiiHux Ta iHpopMaliiiHo-
TEJICeKOMYHIKAIIMHUX (aBTOMAaTH30BaHMX) CHCTEMaX;

- BHUpIIIYBaTH 3a/ayl YHOpaBIIHHS JIOCTYIOM [0
iHpopMalifiHUX pecypciB Ta MPOLECiB B iHPOpMALIHHUX
Ta 1H(pOopMaLIHHO-TETEKOMYHIKaIlITHUX
(aBTOMAaTU30BaHMX) CHUCTEMax Ha OCHOBI Mojenel
YVIOpaBIiHHA ~JOCTYNOM (MaHJATHUX, JAUCKpPELINHUX,
POJIbOBUX);

- BUpIIIYBaTH 3a1ayi LEHTPAJII30BaHOTO 1
JELIEHTPATI30BAHOT0 aJMIHICTPYBaHHS JOCTYIIOM  JIO
1H(pOopMaLIHHUX pecypciB 1 MpoIeciB B iHPOpMaIiHUX Ta
iH(pOpMaliiHO-TEIEKOMYHIKalIHHUX (aBTOMATHU30BAHUX )
cucTeMax;

- 3ale3medyBaTd BBEJCHHSA MiA3BITHOCTI CHUCTEMH
VIOpaBIiHHA JOCTYNOM 1H(QOpMAIifHUX pecypciB 1
MPOIIECiB B iHpOpMaLiHHO-TeIeKOMYHIKaIlIHHIX
crcTeMax.

OcHoBu kibepOe3nekn Ta
3axucTy iHdopmarii
Kibepzaxuct

MepeskeBi TEXHOJIOTT 1
MPOTOKOJIN

YnpasiiHHs iH(popMaliifHo
0e31eKoro

L{udposa creranorpadis

PH12

- 00MpaTH OCHOBHI METOU Ta 3aCO0M 3aXUCTy iH(pOopMaIlil
B1IMOBIAHO bi(e) BHUMOT CyYaCHUX CTaHJapTIB
iH(popmarniiHoi Ta/abo kibepOe3nmeku, Ta KpUTEPIiB
Oesrieku  1HGOPMAIIHHUX TEXHOJIOTIH, 3aCTOCOBYIOYH

ExoHoMiKa 1 ynpaBimiHHS

11 IITPUEMCTBOM

KomruiekcHi cucTeMH 3aXUCTy
iHdopmartii
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CUCTEMHHUW TMIiAXil Ta 3HAHHS OCHOB TEOpii 3axXHUCTY|
iH(hOopMaAIlii;

- BUpINIYBAaTH 3aJa4di  YOpPaBIIHHSA  IPOIEIypamMHu
ineHTudiKaii, aBTeHTH(]IKALIIT, aBTOpPH3allii,
KOpUCTYBa4iB 1 TpomeciB B  iHQopMamiiHHX Ta
1H(hOpMaLIHHO-TETICKOMYHIKAIIIHHUX (aBTOMATH30BaHMX )
CUCTEMaXx;

- TPOEKTYBaTH Ta peali3yBaTH KOMILJICKCHI CHUCTEMH
3axucTy iHQopMalii B aBTOMAaTH30BaHUX CHCTEMax
opranizamii (TANPUEMCTBA) BIAMOBITHO IO BUMOT
HOPMAaTUBHUX JTOKYMEHTIB CHCTEMH TEXHIYHOTO 3aXHCTY
iH(OopMaAIlii;

- BUpINIYBAaTH 3ajlayi 3axUCTy IIOTOKIB JaHUX B
iH(pOpMaLIHHUX, 1H(pOpMAaIIHHO-TETICKOMYHIKAIITHIX
(aBTOMaTH30BaHUX ) CUCTEMAX;

- BHU3HAYaTH PIBEHb 3aXUIICHOCTI iH(OpPMAIITHIX
pecypciB B iHpopMamiiHMX Ta  1H(pOpPMAIIHO-
TEJICKOMYHIKAIIMHUX (aBTOMATH30BAaHUX ) CHCTEMAX;

- BUKOPUCTOBYBATH 1HCTPYMEHTAJIbHI 3aCO0M OIIHIOBAHHS
MOJKITUBOCTI peaiizallii MOTCHIIMHUX 3arpo3 iHdopMarrii,
o0 00pobIsAeThCs B iH(QOPMALIHHO-TENEKOMYHIKAIITHIX
(aBTOMATH30BaHUX) CHCTEMaX.

BupoOHuua npakTrka
CucreMu TEXHIYHOTO 3aXUCTY
iHdopmartii

PH13

- BUpINIYBaTH  3aJadi  YOPaBIIHHA  IPOILIECAMH
3abe3neueHHs Oe3mepepBHOCTI Oi3HECY 3 BUKOPHUCTAHHSIM
MpoLEeyp pe3epBYBaHHS MPOTPaMHOTO 3a0e3MeUeHHs Ta
6e3nocepeHbo 1H(HOPMaLIHHUX PECYPCIB;

- BHUpIIIYBAaTHU 3a/la4yi KOPEKIIii IIiyiel, cTpaTeriid, IIIaHiB
3a0e3nedyeHHs Oe3mepepBHOCTI OI3HEC TMPOIIECIB TMiCHs
3nilicHeHHs Kibeparak, 3001B Ta BiJIMOB Pi3HUX KJIACIB.

- CTBOPIOBAaTHM 1 BIPOBAPKYBAaTH IUIAHH IPOIIECY
3a0e3nedueHHs Oe3rmepepBHOCTI Oi3HECy;

-  BUKOHYBaTHM  aHaJI3  HaJalITyBaHb  €JIEMEHTIB
iHopMmaIiiHIX CHUCTEM Ta KOMYHIKaIliiHOTO
00JaJHaHHS;

Exonomika 1 ynpaBiiHHs

i IPUEMCTBOM

YnpasiiHHs iH(popMaliifHoo
0e31eKoro

PH14

- BUpINIYBaTH 3aJadi CyNpPOBOJAY Ta BIIPOBAKECHHSI
KOMIUIEKCHUX CHCTEM 3axucTy 1HQopmarii, a TaKoxX
OPOTH/IIi HECAHKI[IOHOBAHOMY JOCTYIy N0 pecypciB i
mpoueciB B 1HQopmamiiiHux Ta  iHGOpMaIiiiHO-
TEJICKOMYHIKAIIMHUX (aBTOMaTHU30BaHUX) CUCTEMAX;

- 31 ICHIOBATH OLIIHKY PI1BHS 3aXMILEHOCTI 1H(popmarii 110
o0poOmsieTbess B iH(OpMAaIiHHO-TETEKOMYHIKAIIIITHIX
CHUCTEMax BHKOPUCTOBYBATH I1HCTPYMEHTaJbHI 3aco0u
OLIHIOBaHHSA Ta 1H.) HasgBHOCTI  TOTCHIIIHHUX
BpAa3JIMBOCTEN;

- BUpINIYBaTH 3aJadi  YOPaBIiHHA  KOMIUJIEKCHOIO
CUCTEMOIO0 3axucTy iHQopmalii B iHopmamiiHUX Ta
iH(hOpMaIIHHO-TETIEKOMYHIKAIIIHHUX (aBTOMaTH30BaHMX )
cucTeMax;

- BHUpINIYBaTH 3a/a4yl EKCIEPTHU3H, BHUIPOOYBAHHSI

KOMIUIEKCHUX CHCTEM 3axHCTy iH(opmartii

KoMIiekcH1 cucTeMH 3aXUCTy
1H(popmarii

YnpasiiHas iH(popMaliifHoo
0e31eKoro
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3

PHI15

- BHUpIIIYBaTH 3aja4i TOMNEPEIHKCHHS Ta BHUSBICHHS,
inenTu(ikaIii, aHamgily Ta pearyBaHHS Ha IHIUIACHTH B
iHOopMaIIiHUX, 1H(}OopMaIIHHO-TEIEKOMYHIKAIIHHUX
(aBTOMaTU30BaHUX ) CUCTEMAX;

- TIPOBOJUTH PO3CIIAYBaHHS IHIUICHTIB 1H(GOPMAIITHO]
Oesnexkn  Ta/abo  kibepOesmeku ~ Oa3yrouuch  Ha
HAI[IOHAJIBHUX Ta MDKHAPOJIHUX PETYIIOIYNX aKTax,
mporenypax Ta MOJOXKEHHAX B cdepi 1HPOpMaLiiHOI]
Oesreku Ta/abo kibepOesneKy;

- 3abe3neuyBaTd  JIOTPUMAaHHS
KypHaJIiB  peecTparii  momii

BCTAHOBJICHUM PIBHEM JIeTalli3aIlil;

[OJIITUKA  BEIECHHS
Ta  IHIOAOEHTIB 3

Kibep3axuct
Ynpasiiaas iHpopMaIiifHOO
0e31eKoro

PH16

- 3abe3nmeuyBatH Oe3MepepBHICTh Oi3HEC

opraHizamii Ha 0a3i Teopil pHU3HKIB Ta
VOpaBIiHHSA  IHQOPMAILIMHOK  OE3MeKoro,
BITUM3HSHUX Ta MIXKHAPOIHUX BUMOT 1 CTaHJAPTIB;

- 3a0e3nevyyBati (DYHKIIIOHYBAaHHS CHCTEMH YIPABIIIHHSI
iHpopmariiiHoro Ta\abo KibepOe3nmeKow opraHizailii Ha
OCHOBI  KepyBaHHS  1H(GOpPMAIliIHHUMHU  PHU3HUKaAMH,
3MIHCHEHHS POIEAYP X KUTBKICHOTO 1 SKICHOTO OITIHKH;

MPOIIECIiB
CUCTEMH
3r1AHO

YrpasininHs iHQOpMaLiifHOO
0e31eKoro

Exonomika 1 ynpaBiiHHs

i IPUEMCTBOM

PH17

- aHaNi3yBaTU Ta BU3HAYaTH MOXKIHUBICTH 3aCTOCYBaHHS
TEXHOJIOTiH, METOMIB Ta 3aco0iB KpuOTOrpadiqHoro
3axXuCTy iH(DOopMaIrii;

- aQHaAJTI3yBaTH Ta BU3HAYATH MOXKIHUBICTH 3aCTOCYBaHHS
TEXHOJIOTiH, METOAIB Ta 3ac00iB TEXHIYHOTO 3aXHUCTY)
1H(popMmallii;

- BUSIBJISITHA HeOE3IeUHI CUTHAIM TEXHIYHUX 3aC00IB;

- BHUMIpPIOBaTH MapaMeTpyu HeOE3NMeYHUX Ta 3aBaJ0OBUX
CUTHAJIB MiA dYac 1HCTPYMEHTAIbHOTO KOHTPOJIIO
3aXUIIEHOCT] 1H(opMalii Bl BHUTOKY TEXHIYHUMHU
KaHaJaMH;

- BHU3Ha4YaTH €QEeKTUBHICTh 3axXUCTy I1H(opmaiii Bif
BUTOKY TEXHIYHUMH KaHaJlaMHd BIAMOBIIHO 1O BHMOT
HOPMATUBHUX JTIOKYMEHTIB CHCTEMHU TEXHIYHOTO 3aXHCTY
iH(bOopMaIlii;

- IHTEepIpeTyBaTH Pe3yJbTAaTH MPOBEICHHS CIEI[laIbHUX
BUMIPIOBaHh 3 BUKOPHCTAHHSM TEXHIYHUX 3acO0iB,
KOHTPOJIIO XapaKTEPUCTUK 1H(OopMaIiiiHo-
TEJICKOMYHIKAI[IHHUX CHCTEM BIAMOBIAHO JO BHMOT
HOPMATUBHUX JTOKYMEHTIB CHCTEMH TEXHIYHOTO 3aXHCTY
iH(hopMaIlii;

- OOTpYHTOBYBAaTH MOXKJIUBICTh CTBOPEHHS TEXHIYHUX
KaHaliB BUTOKY iH(opMalii Ha 00’ekTax iHPOpMaLiiHO]|
ISITIBHOCTI;

- BOPOBAKYBAaTH 3aXO0JIM Ta 3aCO0M TEXHIYHOTO 3aXHCTY
iH(hopMallii BiJl BUTOKY TEXHIYHUMHU KaHaJIaMH;

CucremMu TEXHIYHOTO 3aXUCTY
iHpopMmarrii

Bupo6Huua npakThka
[lepenarecTamiiina mpaKkTHKa
Buxonanns kBanidikariitnol
poboTu

CreniasibHi po3Aiau 3
MaTeMaTHK!

OCHOBU €NeKTPOHIKU
[IpuknanHa KpUOTOIOTISA

PH18

- 3a0e3ne4yyBaTd TMPOIECH MOHITOPHHTY JOCTYIY [0
pecypciB 1 mporieciB  iHGOpMaIIHHO-TEICKOMYHIKAIlIMHIX
CHUCTEM,;

- 3a0esneuyBaTd KOH(DIirypyBaHHs Ta (YHKIIIOHYBaHHS

YnpasiiHas iHpopMaliifHoo
0e31eKoro
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2

CHUCTEM MOHITOPUHTY pECypCiB Ta TMpOIECIB B
iHpOopMaLifiHO-TEIEKOMYHIKALIHHIX CHCTEMAX;

PH19

- BUKOHYBaTH BIIPOBaJ/DKECHHS Ta MiATPUMKY CHUCTEM
BUSIBIICHHSI BTOPTHEHb Ta BUKOPHCTOBYBATH KOMILIEKCH
3aXUCTy g 3a0e3leueHHs  HEoOXIJHOro  piBHSA
3aXUIICHOCTI  iHpopMarii B iH(hOpMAaLlIHHUX,
iH(OpMaIIHHO-TEICKOMYHIKallIHHUX (aBTOMATHU30BaHUX )
CUCTEMaX;

- aHamidyBaTH €QEKTHBHICTh CHUCTEM BHSIBJICHHS Ta
MPOTUIIT HECAaHKIIOHOBAHOMY JIOCTYIy 10 pecypciB i
MPOIIECIB B iH(OpMaIiHHO-TEIEKOMYHIKAI[IHHUX
CUCTEMaX;

- aHaJi3yBaTH Ta BIPOBAKYBATH CHCTEMH 3aXHCTy Bil
3JIOBMUCHUX MIPOTPAMHUX KOJIiB.

BupoOHuua npakTrka
[lepenarecTamniiina mpakTHKa
BukonanHs kBamidikaiiiHol
poboTH

YrpasiiHHs iHGOPMAIIHHOIO
0e3MeKoI0

PH20

OnanyBaHHs 0a30BHMH 3araJIbHOBIHCEKOBHMHU 3HAHHSIMH,
MIPAKTUYHUMH BMIHHSIMHA 1 HABUYKAMH, HEOOX1THUMU ISt
BUKOHAHHSI KOHCTUTYIIHHOTO OOOB’A3KY IIOJIO 3aXHUCTY
BiTun3Hu, HE3aJeKHOCTI Ta TEPUTOPIaTBHOI IUTICHOCTI
YKpainu

bazoBa 3aranpbHOBIMCHKOBA
MiJrOTOBKA (TEOPETUYHA
niaroroeka) / Jlomennyna
nomomora*

2 BUBIPKOBA YACTHUHA

Bu3HauyaeTbca 3aBASAKH Bnﬁopy 31106yBaann HaB4YaJbHHUX JII/ICIII/IHJ'[iH i3 3allPpOIIOHOBAHOT 0

nepestiky

*ba3oBa 3arajJbHOBIMCHKOBA ITIJITOTOBKA (TEOPETUYHA MiATOTOBKA) BKIKOYEHA J0 OCBITHBHOI
nporpamMu BiAmosigHO 10 BuMOr ctarti 10! 3akomy VYkpaimm «IIpo BiiichkoBuii 000B’A30K i
BICBKOBY ciyxk0Oy» Ta «I[lopsaky nmpoBeseHHs 6a30BOi 3aralbHOBIHCHKOBOI MiITOTOBKH TPOMAJISH
Vkpainu, gki 3700yBalOTh BHILY OCBITY, Ta MOJILEHCHKUX», 10 3aTBEPKEHHH IOCTAHOBOIO
Kab6inery MinictpiB Ykpainu Big 21 yepBHs 2024 p. Ne 734. Jlns 3100yBauiB, siKi HE BUBYAIOTh
auciuiuiiny «ba3oBa 3arajabHOBIMCbKOBA MIATOTOBKA (TEOPETHYHA IMMIArOTOBKA)», BUKIIAJAETHCS
JAMCLUIUTIHA «JloMeInYHa JOOMOTa.

5 PO3IIOAIT OBCAT'Y ITPOI'PAMU 3A OCBITHIMU KOMIIOHEHTAMU

. &
2| 5| It
= N 2 | 2| 28
E OcCBiTHii KOMIIOHEHT ;“ E; S g
S| 2| 8%
o = R
1 2 3 4 5
1 OBOB’SI3KOBA YACTHUHA 180
1.1 Ik 3arajpbHOI MiATOTOBKH 30
31 YkpaiHcbka MOBa 30 | ic 1
32 [{uBini3amiiizi nporecu B ykpaiHcbkomy cycniiberBi | 3,0 | 13 3
33 [HO3emHa MoBa npodecitHOro crpsMyBaHHS 6,0 | ic |1,2;3;4
(anrmniiiceka / HiMelbKa / ppaHIry3pKa)
34 I{inHicHI KOMTIeTeHIIi1 QaxiBIs 6,0 ic 7.8
35 di3uyHa KyJabTypa 1 CIIOPT 3,0 3 | 1;2:3:4
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1 2 3 4 5
36 [IpaBo3HABCTBO 3,0 I3 9
37 [uBinbHa Oe3meka 3,0 ic 14
38 ba3oBa 3aranpHOBIHCHKOBA MIATOTOBKA (TEOPETUYHA 3,0 I3 7:8
niaroroska) / Jlomeauyna gonomora
1.2 Iuka cneniaJbHOI MiATOTOBKH 150
121 baszosi oucyunninu 3a 2any3310 3HaHb 23
b1 Buia maremaruka 8,0 ic |1;2;:3:4
B2 dizuka 8,0 ic | 1;2:3:4
B3 Teopis iMOBIpHOCTEH Ta MATEMAaTUYHA CTATUCTHKA 4,0 3 7.8
b4 ExoHOMIKa 1 yripaBiHHS M ANPUEMCTBOM 3,0 I3 15
1.2.2 Daxosi 0c8IMHI KOMNOHEHMU 34 CNeYIAIbHICMIO 97
D1 CrenianbHi pO3JIUJIM 3 MATEMAaTHKHU 6,0 ic 5:6
D2 Beryn no dgaxy 3,0 I3 2
@3 [TporpamyBaHHsI i AITOPUTMIYHI MOBH 110 | ic | 1;2;3;4
D4 OCHOBH €JICKTPOHIKH 5,0 I3 5:6
D5 Kibep3zaxucr 10,0 | ic | 13;14;
15
D6 Iadopmartiiini TexHoNOTIi 50 | m 1,2
D7 MepekeBi TEXHOJIOTIT 1 MPOTOKOJIH 8,0 ic 7,8
D8 KommiekcHi cucremu 3axucty indopmariii 10,0 | ic 15
D9 ApXITEKTypa KOMIT IOTEpiB 40 | m3 3;4
®10 |OmeparniifHi CUCTEMHU 6,0 ic 5:6
@11 |Cucremu TEXHIYHOTO 3aXUCTy iH(popMartii 6,0 | m3 | 11;12
@12  |IlpuknagHa KPUIITOJIOTIS 9,0 ic 9:10;
11;12
@13 | Vopasninas iHGopMaIiitHOO 0€3MeKor0 5,0 ic 13;14
@14 |Iudpona creranorpadis 50 | ic 15
@15 |OcHoBu kibepOe3neku Ta 3axXucTy iHdopMarlii 40 | 3 5;6
123 IIpakmuyna niocomoeka 3a cneyianibHicmio ma 30
amecmayis
I11 [[IpakThka HaBYaJbHA KOMIT'FOTEpPHA 6,0 I3 4
I12 [IpakThka TEXHOJOTIYHA 6,0 I3 8
I13 | BupoOHNYa mpakTHKa 6,0 I3 12
[14 |IlepenarecTamiiiHa MpaKkTHKa 30 | m 16
KP |Bukonanns kBamidikaiiifHoi po60TH 9,0 16
BUBIPKOBA YACTHUHA 60
Busnauyaerbcs 3aBasiku BUOOpY 3100yBayamMu
B HABYAJIbHMX AMCUMILIIH i3 3aIIPOIIOHOBAHOI0
nepetiky
Pa3om 3a 000B’A3K0B0I0 Ta BUOIPKOBOIO 240
YaCTHHAMH

6 CTPYKTYPHO-JIOITYHA CXEMA

[TocmimoBHICTh HaBYAJIBHOI [ISUIBHOCTI 3100yBada 3a JCHHOIO (HOPMOIO

HaBYaHHA (32 000B’s13k0BOI0 YacTuHOW OIl) momana HHUXKYE.
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KinbkicTb 0CBiTHIX
g KOMIIOHEHT, 1110
=9 9 BHKJIAAI0THCS
e o | S
g S 2 HIndpu ocBiTHIX KOMIIOHEHTIB = 5 =
S| F =& % e >
Z S| ¢ g
e 2| &
(3}
1 2 3 4 5 6 7 8
1 1 1 |31, 33,35, b1, b2, ®3, ®6 60 7 8 11
2 | 33,35, b1,B2, @2, @3, D6 7
2 3 | 32,33,35, b1, B2, ®3, ®9 7 8
4 |33,35,b1, B2, @3, ®9, T11 7
2 3 5 | @1, D4, D10, D15, (B) 60 4 4 9
6 | D1, D4, D10, D15, (B) 4
4 7 | 34,38, b3, @7, (B) 4 )
8 | 34,38, b3, 7,112, (B) 5
3 3) 9 |36, D12, (B) 60 2 2 4
10 | @12, (B) 1
6 | 11 | ®11, D12, (B) 2 3
12 | ©11, 12,113, (B) 3
4 7 | 13 | @5, ®13, (B) 60 2 3 8
14 | 37, ®5, ®13, (B) 3
8 | 15 | b4, @5, ©8, ©14 4 6
16 | I14, KP 2
Ilpumimka:

KibKiCTh OCBITHIX KOMIIOHEHT Y 4YBEpPTSAX Ta CEMecTpax 3 YypaxyBaHHSIM BHUOIPKOBHX
HaBYaJIbHUX aucuuIuliH (B) Bu3HauaeThes micis oOpaHHS HaBYaJIbHUX JUCHMILIIH 3100yBadyaMu

BUILIOT OCBITH
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Tabnuusg 1. MaTpuuig BiANOBIIHOCTI BU3HAYEHUX OCBITHBOIO MTPOTPaMOI0 KOMIIETEHTHOCTEH KOMIIOHEHTaM OCBITHBOI IIPOTrpamMu

KoMmnoHeHTH 0CBITHBOI IpOrpaMu

31132)|33(34 |35

36

37

38

**

b1

B2

B3

b4

(O]

o2

@3

D4

@5

D6

@7

(O]

D9

®10

D11

D12

D13

D14

D15

I11

112

JIK]

14

KP

K31 *

*

K32 *

*

K33 | * *

K34 *

K35 *

K36 * *

K37 * *

K38

K39

Kd1

K®2

K®3

K®4

KomnereHTHOCTI

k| *| *

K®5

K®6

K®7

K®8§

K®9

K| k| k[ K| X| k| *

K®10

Kdl11

*

Kd12

38* - «ba3oBa 3araJibHOBICHKOBA IMiITOTOBKA (TEOPETHYHA ITiITOTOBKA)».

38** - «/loMeMUHA JOIIOMOTaY.



Ta6mui 2. MaTpuiis BiIMOBIAHOCTI pe3yJIbTaTiB HABYaHHS KOMIIOHEHTAM OCBITHBO1 ITporpaMu

24

KoMmoHeHTH OCBITHBOI IporpaMu

31

32

33

34

35

36

37

38

**

b1

B2

B3

B4

o1

o2

o3

®4

D5

D6

o7

(O]

D9

®10

D11

D12

D13

D14

D15

I11

112

JIK]

T4

KP

PHI

*

PH2

*

PH3

PH4

PHS

PH6

PH7

PHS

PH9

PHI10

PHI11

*| k| *| *

PH12

PH13

PC3y.TIBTaTI/I HaBYaHHS

PH14

PHI15

PH16

*| k| k| *

PH17

PHI18

*

PH19

PH20

38* - «ba3oBa 3araJibHOBIHCHKOBA IMiITOTOBKA (TEOPETHYHA ITiITOTOBKA)».
38%** - «J/lomeauuHa JOTIOMOTaY.
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8 IPUKIHLEBI ITOJIOXKEHHA

[Iporpama po3polOsieHa 3 ypaxyBaHHSM HOPMATHBHUX Ta 1HCTPYKTHBHHUX
MaTepialiiB MDXXHAPOAHOTO, Tay3€BOro Ta JAePKaBHOTO PiBHIB:

1. IlonoxxeHHST TPO aKpEeAUTAIlI0 OCBITHIX TMPOTpaM, 3a SIKUMHU 3I1HCHIOETHCS
MiTOTOBKA 3/100yBaviB BUIIOi OCBITH, 3aTBepkeHe Hakazom MiHicTepcTBa OCBITH 1
Hayku Ykpainu Big 11 mumas 2019 p. Ne 977. 3apeectpoBano B MiHicTepcTBi
foctumii Ykpaiam 08 cepras 2019 p. 3a Ne 880/33851. [EnexrponHuii pecypc|.
https://zakon.rada.gov.ua/laws/show/z0880-19.

2. Kputepii omiHoBaHHSA SKOCTI OCBITHBOI mporpamu. Jlomatok no IlomokeHHs
PO aKpEIUTAIlII0 OCBITHIX MIPOTpaMm, 3a SIKUMH 31HCHIOETHCS MM1IT0TOBKA 3/100yBayiB
BUIIIOT ocBiTH (yHKT 6 po3ainy I). [Enekrponnuii pecypc]. https://naga.gov.ua/wp-
content/uploads/2019/09/Kputepii.pdf.

3. KBgit Cepriit. JopoxHs kapTa pepopmyBaHHs BUIIOI OCBITH YKpaiHu. OCBITHS
nosituka. [Topran rpomaacekux ekcreptis. [Enekrponnuii pecypc]. http://education-
ua.org/ua/articles/1159-dorozhnya-karta-reformuvannya-vishchoji-osviti-ukrajini.

4. T'nocapiii. HamioHanbHe areHTCTBO 13 3a0€3MEUYEHHS SIKOCTI BHILOI OCBITH.
[Enekrponnmii pecypc]. https://naga.gov.ua/wp-
content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1
%96%d0%b9.pdf.

5. JloBimHUK KOpHUCTYyBaya €KTC [ EnekTpoHHUi pecypcl].
http://mdu.in.ua/Ucheb/dovidnik_koristuvacha_ekts.pdf.

6. 3akon  Ykpainu  «IIpo  Bumy ocBity»  [EmekTtpoHHHit  pecypc].
https://zakon.rada.gov.ua/laws/show/1556-18.

7. 3akoH Ykpainu «ITIpo OCBITY» [EnexTpoHHMI pecypcl.
https://zakon.rada.gov.ua/laws/show/2145-19.

8. Jluct MinictepctBa ocBiTH 1 Hayku Ykpainu Big 28.04.2017 p. Nel/9-239
I[0JI0 BUKOPUCTaHHS y poOOTI 3aKjajaiB BHUILOI OCBITH MPUMIPHUX 3pa3KiB OCBITHIX
porpam.

9. MetoauyHi peKOMEHAIlli IMOJ0 PO3POOJICHHS CTAaHIAPTIB BHINOiI OCBITH,
3aTBEp/KEH1 Haka3oM MiHicTepcTBa OcBiTH 1 Hayku Ykpainu Big 01.06.2016 p.
Ne 600 (31 3miHamm).

10. Cranmgapt BuUIIOI OCBITM MIATOTOBKM ©OakajaBpa 31  CIEHIaJIbHOCTI
125 «Kibepbesneka». CBO-2018. — K. : MOH VYkpainu, 2018. — 19 c. — Beaeno B
nito HakazoM MOH Vkpainu Big 04.10.2018p. Ne 1074.

11. TlocranoBa Kabinery MinictpiB Ykpainu Bim 30 rpymus 2015 p. Ne 1187
«IIpo 3atBepmkenHs JlineH31MHUX yMOB TMPOBAIKEHHSI OCBITHBOI iSUTBHOCTI
3akaaiB ocBiTHY. http://zakon5.rada.gov.ua/laws/show/1187-2015-ni/page.

12. Jluct MinictepcTBa ocBiTH 1 Hayku Ykpainu Bimx 05.06.2018 p. Nel/9-377
1010 Ha/IaHHSI P03’ ICHEHb CTOCOBHO OCBITHIX TIPOTPAM.

13. IlonoxkeHHst MpO  OpraHizaiilo OCBITHBROTO mpouecy HamioHnaabHOTO
TEXHIYHOTO  yHIBepcuTeTy «/IHImpoBchbka momiTexHika» (13 3MIHAMH  Ta
nonoBHeHHssMU Bim 28.05.2020 Tta 07.03.2023, 3aTBepaxkeHuMH BueHoro pasnoro



https://zakon.rada.gov.ua/laws/show/z0880-19
https://naqa.gov.ua/wp-content/uploads/2019/09/Критерії.pdf
https://naqa.gov.ua/wp-content/uploads/2019/09/Критерії.pdf
http://education-ua.org/ua/articles/1159-dorozhnya-karta-reformuvannya-vishchoji-osviti-ukrajini
http://education-ua.org/ua/articles/1159-dorozhnya-karta-reformuvannya-vishchoji-osviti-ukrajini
https://naqa.gov.ua/wp-content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%96%d0%b9.pdf
https://naqa.gov.ua/wp-content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%96%d0%b9.pdf
https://naqa.gov.ua/wp-content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%96%d0%b9.pdf
http://mdu.in.ua/Ucheb/dovidnik_koristuvacha_ekts.pdf
https://zakon.rada.gov.ua/laws/show/1556-18
https://zakon.rada.gov.ua/laws/show/2145-19
http://zakon5.rada.gov.ua/laws/show/1187-2015-п/page
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yHiBepcuteTy) / MiH-BO OCBITH 1 Hayku YKpainu, Ham. texs. yn-t. — Juinpo : HTY
«J1II», 2023. — 52 c.

14. TlonoxxenHs mpo (popMyBaHHS TepeIiKy Ta 0OpaHHS HAaBUAJIbHUX JUCLMILIIH
3no0yBayaMu  BHINOI  OCBITM  HarioHanpbHOTO ~ TEXHIYHOTO  YHIBEPCUTETY
«JIHITpoBChbKa TOMITEXHIKa» (31 3MIHAMH Ta JOMOBHECHHSIMH, 3aTBEPKEHUMH
Buenoro pagoro yniBepcurtery Bin 22.04.2021, nporokon Ne 7) / Har. TexH. yH-T
«JInimpoBceka nomitexHikay. Jainpo, HTY «/Il», 2021. — 12 c.

15. Tlonoxxenus npo  MOPSZIOK peamizaliii mpaBa Ha aKaz[eMquy MO61J'IBH1CTI>
HarmionanpHOrOo TeXHIYHOrOo yHiBepcuTeTy “‘/[HIMpOBChKa TOMITEXHIKA”  Bif
19.04.2018 p.

16. IIpo BHECeHHS 3MiH A0 MEPEIiKy Tay3el 3HaHb 1 CIEIIaTbHOCTEH, 32 IKUMH
3MIMCHIOEThCS MIArOTOBKa 3700yBauiB Buloi ocBiTh / IlocranoBa KabGinery
MiHICTpIB YKpainu Big 16 rpyanst 2022p. Ne 1392.

17. IlocranoBa KabGinery MinictpiB Ykpainu «llopsaky mpoBeneHHs 0a30BOi
3arajJbHOBIMCHKOBOI MIATOTOBKU TPOMAJIIH YKpaiHu, 5Kl 37100yBalOTh BUIILY OCBITY,
Ta noJjinenchbkux» Bix 21 yepBHs 2024 p. Ne 734,

OcBITHS mporpama ONPUJIIOJHIOETHCS Ha CailTi YHIBEPCUTETY A0 IOYaTKy
pUIOMY CTYJICHTIB Ha HAaBYAHHS.

OcCBITHS MporpaMa MOIIMPIOETHCS Ha BCl Kadepu YHIBEPCUTETY Ta BBOAUTHCS
B 110 3 01 BepecHs 2024 poky.

TepmiH aii OCBITHBOI IPOrpaMu HE MOXKE NepeBuIyBaTtd 3 poku 10 micsmis
Ta/abo mepion akpenutailii. OCBITHS Mporpama Mmijjisirac meperyisiay BiAMNOBIAHO A0
3MiH HOPMaTUBHOI 0a3u YKpaiHu B cdepl BUIIOI OCBITH, ajle HE PIJIIE OJHOTO paszy
Ha pIK.

BianoBianpHICTh 3a SIKICTh Ta YHIKaJIbHI KOHKYPEHTHI MepeBaru OCBITHHOI
[IPOrpaMu HeCe rapaHT OCBITHbOI IPOrpaMu.



HaBuanbHe BUAaHHA

I'epacina Onekcanapa BomonumupisHa
Kopnienko Banepiit IBanoBrY
Karaniit Tersina CranicnaBiBHa
Kpyuinin Onexcanap Bonoaumuposuu
Tumodees Imutpo CepriitoBuu
boituenko Onexcanap OnekcaHApOBAY

OCBITHBO-IIPO®ECIHHA TPOT'PAMA «KIBEPBE3ITIEKA»
BAKAJIABPA )
CIIEITAJIBHOCTI 125 KIBEPBE3IIEKA TA 3AXUCT IHOOPMALII

Enextponnuii pecypc

Bupgano
y HaiioHanbHOMY TEXHIYHOMY YHIBEPCUTETI
«/IHIMpOBCHKA MOTITEXHIKAY.
Caigouro mipo BHeceHHs 110 JlepxkaBHoro peectpy JIK Ne 1842 Bix 11.06.2004.
49005, m. duinpo, npoc. Jmutpa SBopHuipkoro, 19.



PENEH3IA-BIIT'VK

Ha OCBITHBO-TIpodeciiiny nmporpamy «KiGepOesIekay miIroToBKU 3100yBadiB
OCBITH IIepIioro (0akaiaBpChKOT0) OCBITHBOT'O PIiBHA 3a CIICMialbHICTIO 125
«KibepOe3meka Ta 3axucT iHpopMarrii» ramysi 3Hanb 12 «IHdopmarriiini
TEXHOJIOT1»

IlpencraBnena kadenporo Oesmekn iHopMamii Ta TeleKOMYyHIKaIlii
oCBITHBO-TIpO(eciiiHa nmporpama «KibepOe3meka» BiIIOBiIae CydacHUM BHMOTaM
IT-iHgycTpii Ta BHMOTaM pPHUHKY Ipari IMOAO MiATOTOBKH (axiBIliB, 3JaTHHX
MPOBOJUTH TEOPETHYHI Ta EKCIIEpHMEHTAalIbHI JOCII/DKEHHS B ramysi kibep- Ta
iHpopMamiiiHOTO  3axHCTy; (opMymroBaTH Ta e(EKTHBHO pPO3B’sA3yBaTH
CIlelliai3oBaHl  3aBHaHHA IPAaKTHYHOTO XapaKTepy BIIIOBIHOIO  PIBHSI
npodeciifHOl JIAIFHOCTI Ha OCHOBI ITO€IHAHHS OCBITH, HayKH Ta IHHOBAIill i3
3a0e3MeYeHHsIM 1HTerpallii 0 MIXKHApOJIHOTO HayKOBO-OCBITHBOTO MIPOCTOPY, IO
CIIPUSIE€ COITiaNIBHIN CTIHKOCTI if MOOUTEHOCTI BHITYCKHHUKA Ha PHHKY IIparli.

3mict OIIIl Mae 9iTKy CTPYKTYpY, OCBITHI KOMIIOHEHTH, IO BKJIIOYEHI IO
OIIII € 7OTIYHO BUKIAJACHUMH Ta JO3BOJIAIOTH PO3KPUTH CYTh aKTyalbHHX Ha
CBOTOJIHI TIPOOJIeM 3aXUCTy iHGopMarmii 3 ypaxyBaHHsAM cydacHHX peaniii IT-
OisHecy. HasBHiICTHP BHOIPKOBOI YacCTHHH OCBITHIX KOMITOHEHTIB JIO3BOJISE
3100yBadaM CaMOCTiifHO ()opMyBaTH BIIacHY iHIUBITyaJbHY OCBITHIO TPA€KTOPIIO
Ta (opMyBaTH BiIOBiTHI (paxoBi KOMIIETEHTHOCTI.

IIporpama BpaXxoBye IIEPCHEKTHBHI HANpsSMKH pPO3pOOOK IITYYHOTO
IHTeNeKTy, 3ale3medye IMHOOKI 3HAHHSA IMOJO CYYaCHHX Mojelei, MeTOHiB,
aJTOpUTMIB 3a0e3redeHHs KiGepOe3mekH Ta 3axXHCTy iHdopMmarlii, mependadae
BUBUYEHHS CyJacHHX 3ac00iB iH(popMaIiiHO-KOMYHIKaIli fHIX TEXHOJIOT1H.

KanpoBe, MarepianbHO-TeXHIYHe 3a0e3lIeUeHHS BIIMOBia€ yciM BHMOraM
moJ0 3a0e3MeYeHHs IPOBA/DKEHHS OCBITHBOI JISUTBHOCTI IS IEPIIOTO
(GakamaBpChKOr0) piBHSA BHINOI OCBITH BiAmoBigHO npo0 JIineH3ifiHHX yMOB
MPOBaPKEHHS OCBITHBOI JisUIbHOCTI. HaBuanmpHO-MeTommuyHe Ta iHpopMaIliine
3a0€3MeUeHHsT  OCBITHRO-TIPOQECiiiHOT IpOrpaMH  BiJNOBiJa€  HOPMATHBHHM
JOKyMeHTaM  HaIlioHaJpHOTO  TEXHIYHOTO  yHiBepcHTeTy  «J[HIIpoBchka
TIOJIITEXHIKa.

Bpaxaro, mo penenzoBana OIIl «KibGepOesmeka» Moxe OyTH
PEKOMEHJIOBaHAa O BHKOPHUCTAaHHS [ MIJTOTOBKH 3700yBadiB IIEPIIOTrO
(GakamaBpCHKOT0) piBHS BHIIOI OCBITH crieriaabHocTi 125 KibepOesmeka Ta 3axXucT
iH(opmarii.

[Momiunuk ["eHepanbHOro AMPEK
JIIT «KB «IliBaenrHe» 3 6e3nexH:



PEIIEH3IS CTEHKXOJIIEPA
Ha OCBiTHBO-TIpo(eciiiny nporpamy «KibepOesmekay
MiATOTOBKH 3/100yBadiB OCBITH Hepuoro (6akaaaBpChKOT0) OCBITHBOI'O PiBHA 3a
creniagbHicTIO 125 «KibepOesneka Ta 3axXHCT iHpopMamii»
ramysi 3HaHb 12 «IH}popManiiiHi TeXHOIOTII»

IlomaHa Ha peLleH3yBaHHS OCBiTHbO-IpodeciliHa mporpama Mae JOTidHO I0OyI0BaHY
CTPYKTYpy Ta BpaxoBye€ Cy4YacHI TeHJEHIl PO3BHTKy Traily3i 3axucTy iHdopmamii Ta
KiOepOe3nekn, a TaKo)X BHMOI PHHKY npami. YiTka yIOpSJIKOBaHICTh Ta aKTyaJbHICThH
BusHaueHHX B OIIIl OCBiTHIX KOMIOHEHTIB cHpHSIE€ e(QEeKTHBHOMY OIlAaHYBAaHHIO
3go0yBadaMH Iepe0adeHNX IPOrpaMHUX pe3yIbTaTiB HaBYaHHS, IIO BH3HAYAIOTh
000B’S3KOBUI 3MiCT MIJTOTOBKH i KOPEIIOIOTHCS 3 INEpellikoM 3aradbHHUX i CHeIiaJbHHX
KOMIIETeHTHOCTEH.

KampoBe, MaTepialbHO-TEeXHIUHE, HaBYaJbHO-METOJHYHE Ta  iHpopMamiliHe
3abe3mnedeHHs Kadeapu IporpaMHOro 3a0e3neyeHHs] KOMIT IOTepHHX CHCTeMBIANOBigae ycim
BHMOTaM INoJO 3a0e3lledeHHS IIPOBA/DKCHHS OCBITHBOI IiSUIBHOCTI IS IIEpHIOTO
(6akanaBpchKOro) piBHS BHIIOI OCBiTH IO MiITOTOBII BHCOKOKBali(iKoBaHHX (paxiBIiB, sSKi
3[aTHI IIPOBOJUTH TEOPETUYHI Ta eKCIIEPHMEHTAJIbHI JOCTiDKeHHS B Taly3i KOMIT FOTepHHX
HayK, BMiIOTb (pOopMyIIroBaTH Ta e(peKTHBHO PO3B’SI3yBaTH CKJIA/(Hi CIeliaTi30BaHi 3aBJaHHS
NPaKTUYHOIO XapaKTepy BiINMOBITHOTO piBHS mpo¢eciiiHOl MisSUIBHOCTI, IO CHpHSE
comianbHill CTIHKOCTI i MOOLIPHOCTI BUITYCKHHKA Ha PUHKY IIparli.

OcCHOBHUM ()OKYCOM OCBITHBOI IPOTpaMH € IMiAroToBKa (paxiBIiB, 3JaTHHX pO3pOOIATH,
BHKOPHCTOBYBAaTH i BIPOBa/UKyBaTH TeXHOJOTIi iHpopmamniiiHoi Ta/abo kibepOesmeku B
iHpopmaniiiHO-KOMYHIKAIIfHUX CHCTeMaX Ta Mepexax, IPOrpaMHHX MeTOIIB 3aXHCTY
iHpopmanii, MOOLIEHIX KOMYHIKalill Ta iH()OKOMYHIKalliHHIX TEXHOIOTIH.

IlinkpecmrorouH aKTyaldbHICTh IIpe[CTaBISHOI OCBITHbO-NIpodeciiiHoi mporpaMu
«Kibepbe3neka» peKOMEHIyI il 10 BOpPOBa/DKEHHS B Ipolec (axoBOi MiATOTOBKH
3n00yBadiB meprroro (0OakaJaBpCchKOro) piBHS BHINOI OCBITH cHemiaJpHOCTI 125

Kibepbesneka Ta 3aXUCT iH(poOpMaIii.

Jlupextop ToBapHCTBa 3 0OMEKEHOK) anexin Irop Cepriiiosuy
Bi/INOBIAJIBHICTIO

«Arenuis 6e3nexu «I paanb»
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